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Abstract— Background: The increasing complexity of cybersecurity mandates, such as BSSN and 

Kominfo regulations, presents a significant challenge for automated compliance auditing in Indonesia. 

Traditional NLP models often struggle with the semantic gap between formal regulatory language and raw 

technical system telemetry, leading to high false-negative rates in security monitoring. Objective: The 

purpose of this research to develop a robust deep learning framework to automate cybersecurity compliance 

assessments while addressing the linguistic challenges of the Indonesian regulatory landscape. The primary 

goal is to enhance the detection of non-compliant system behaviors by bridging the gap between 

documentation and real-time logs. Methods: The proposed framework utilized a Transformer-based BERT 

architecture integrated with a novel Directional Augmentation (DA) mechanism. The methodology follows 

a four-phase process: (1) data collection of 8,240 labeled points, (2) an Anti-Leak Grouping Strategy to 

prevent data memorization, (3) implementation of DA through Semantic Polarization and Technical Jargon 

Injection, and (4) model training and evaluation.  Result: The findings of this research are indicate that the 

proposed framework significantly outperformed the baseline BERT model. Test Accuracy rose from 

90.15% to 95.72%, while Validation Accuracy improved from 91.20% to 96.88%. The final model achieved 

an Overall Accuracy of 94.39%, maintaining a balanced F1-score and effectively reducing False Negatives 

to only 32 cases in the detection of security violations, Conlussion : Integrating Directional Augmentation 

into BERT optimizes Indonesian cybersecurity auditing by synchronizing BSSN/Kominfo regulatory 

language with technical telemetry through semantic polarization and jargon injection. 
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I. INTRODUCTION 

 Assessment of cybersecurity compliance, a core task in modern information security 

management, is driven by the growing adoption of intelligent systems for interpreting complex 

regulatory frameworks [1], [2]. One of its key applications is distinguishing between compliant 

and non-compliant system configurations, a particularly relevant task in the enterprise context 

where organizations often navigate a blend of diverse international standards and local regulatory 

requirements within a single infrastructure [3], [4]. The expansion of cloud-native platforms, 

while amplifying operational scalability, has also introduced new complexities to the automated 

assessment process by generating heterogeneous and high-velocity data streams that challenge 

traditional auditing methods [5], [6]. 

 Standard cybersecurity regulatory controls, typically found in formal frameworks such as ISO 

27001 or NIST SP 800-53—are increasingly mapped against non-standard system logs and 

telemetry data that dominate real-time digital environments [7]. This is evident in specific 

technical configurations like “Access control is active” or “Encryption is enabled,” which are 

structurally compliant but commonly found in fragmented or misconfigured states within 

complex cloud infrastructures, posing a challenge for machine learning models that lack deep 

semantic understanding, particularly in detecting the subtle stylistic ambiguity between a nominal 

compliance status and an actual secure implementation [8], [9]. 

 Existing approaches to cybersecurity compliance assessment include rule-based systems, 

statistical representations like regex-based log parsing, and traditional machine learning 

techniques such as Support Vector Machines (SVMs) [6], [10], [11]. SVMs are particularly 

effective in high-dimensional security feature spaces but heavily rely on the quality of manual 

feature engineering and predefined compliance labels [12]. Traditional statistical models, while 

proficient at capturing keyword frequencies in audit logs, often miss the contextual relevance and 

semantic dependencies between high-level policy requirements and low-level system telemetry 

[13]. However, Deep Learning-enhanced NLP frameworks, with their ability to leverage 

contextual embeddings such as BERT or RoBERTa, offer a promising solution for capturing deep 

linguistic nuances and improving classification sensitivity in real-time compliance monitoring 

[14], [15]. 

 Data augmentation is essential for improving model generalization, especially in cybersecurity 

contexts where labeled datasets for specific regulatory violations are often highly imbalanced or 

restricted due to privacy concerns. Research  [16] and [17] has validated the efficacy of text-based 

augmentation, such as back-translation and noise injection, in bolstering model resilience, 

primarily within general English-language corpora. However, studies focusing on Indonesian 
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cybersecurity discourse remain critically limited, particularly regarding the interpretation of 

technical mandates that exhibit high semantic density or overlapping control objectives—creating 

a significant void in existing automated compliance literature [18]. To bridge this gap, the current 

study introduces a directional augmentation strategy and an anti-leak grouping mechanism that 

specifically account for the linguistic nuances of Indonesian regulatory frameworks and the 

structural variability of system telemetry logs[19], [20]. 

 This study introduces a framework combining Transformer-based contextual embeddings with 

a directional data augmentation strategy to enhance model performance in detecting cybersecurity 

non-compliance within environments characterized by subtle policy-technical mismatches or 

contextual ambiguity [21],[22],[23]. The augmentation specifically emphasizes high-stakes 

compliance scenarios, such as privilege escalation logs, misconfigured encryption protocols, and 

irregular access patterns, which frequently challenge traditional statistical classifiers due to their 

sparse representation in standard datasets [24], [25], [26]. 

 The key contributions of this study are: (1) a deep learning-enhanced NLP architecture tailored 

to the unique semantic structure of Indonesian regulatory frameworks and technical telemetry, 

and (2) a robust anti-leak grouping and directional augmentation strategy that improves the 

classification of complex, real-time compliance data providing a practical basis for more scalable 

and proactive cybersecurity auditing in dynamic digital infrastructures. 

II. RESEARCH METHOD 

 This research uses an experimental quantitative approach with a focus on developing a Deep 

Learning-based NLP framework [27], [28]. The methodology is divided into four main stages: 

data collection, anti-leak clustering strategy, implementation of Directional Augmentation, and 

model training using the Transformer architecture. The Overview of Research Methodologies is 

shown in Fig 1. Overview of Research Methodology.  
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Fig 1. Overview of Research Methodology. 

Data Collection and Preprocessing. The dataset comprises two primary sources: (1) Indonesian 

cybersecurity regulatory texts, such as BSSN and Kominfo regulations and internationally 

recognized standards (ISO 27001) that have been formally translated, and (2) real-time system 

telemetry logs. Raw data is cleaned through Tokenization, lowercasing, and the removal of 

technical noise while preserving critical entities such as IP addresses and protocol status codes 

[29]. 

Anti-Leak Grouping Strategy. To ensure model validity, this study implements an Anti-Leak 

Grouping Strategy. Departing from conventional random splitting, this strategy categorizes data 

based on specific policy domains (e.g., grouping all "Access Control" related data together) [30]. 

This mechanism prevents the model from merely "memorizing" identical word patterns that 

appear in both training and testing sets, thereby ensuring that evaluation is conducted on genuinely 

unseen regulatory domains. 

Directional Augmentation Mechanism. The Directional Augmentation (DA) mechanism is the 

core contribution of this research to address the imbalance in compliance data. DA operates 

specifically on Indonesian regulatory texts through the following steps: 

1. Semantic Polarization: Identifying operational verbs within regulations, such as "mandatory," 

"must," or "prohibited" [31]. Contextual Perturbation: Performing targeted changes to technical 

subjects or objects within a sentence to generate non-compliance variations.  Original 

(Compliant): "Access to the database server must use TLS 1.3 encryption." Augmented (Non-

compliant): "Access to the database server is permitted without using TLS 1.3 encryption." 

2. Technical Jargon Injection: Inserting variations of technical terminology frequently found in 

system logs (e.g., replacing "encryption" with "SSL/TLS" or "ciphertext"). This enhances the 

model's sensitivity toward linguistic ambiguities between formal documentation and field data 

[32]. 
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 Based on the uploaded flowchart Fig 1. Overview of Research Methodology. , the research 

methodology for the Deep Learning-Enhanced NLP Framework for Real-Time Cybersecurity 

Compliance Assessment follows a systematic, rigorous path designed to ensure data integrity and 

model robustness. Here is the step-by-step detailed explanation of the research stages: 

Phase I: Data Acquisition and Preparation Step A: Raw Data Collection – The process begins by 

gathering two primary data streams: unstructured regulatory texts (e.g., ISO 27001 or Indonesian 

cybersecurity mandates) and system logs (technical telemetry data). 

Step B: Preprocessing – The raw data undergoes Tokenization and Cleaning to remove noise, 

standardize text formats, and break down complex sentences into manageable units (tokens) for 

the model. 

Phase II: Strategic Data Partitioning Step C: Anti-Leak Grouping Strategy – This is a critical 

validation step where data is split using a Domain-based Split rather than a simple random shuffle. 

This ensures that specific regulatory domains in the training set do not overlap with the test set, 

preventing "semantic leakage" and ensuring the model can generalize to unseen policies. 

Step D & E: Training and Validation/Test Sets – The data is bifurcated into a Training Set (D) 

for model development and a separate Validation/Test Set (E) for unbiased performance 

evaluation. 

Phase III: The Augmentation Process (Innovation Core) This sub-process focuses on enriching 

the training data to handle linguistic nuances and class imbalances: Step F: Directional 

Augmentation – The framework applies targeted changes to the training data to simulate various 

compliance and non-compliance scenarios. Step G: Semantic Polarization – The model adjusts 

the "polarity" of regulatory statements (e.g., changing "must" to "may") to help the system 

recognize the difference between mandatory requirements and violations. 

Step H: Technical Jargon Injection – To bridge the gap between formal law and technical reality, 

the system injects specific cybersecurity terminology and variations into the text. 

Step I: Augmented Training Corpus – The result is an expanded, high-diversity dataset that better 

prepares the model for real-world complexity. 

Phase IV: Model Development and Evaluation Step J: Deep Learning Model (Transformer/BERT) 

– The augmented corpus is used to train a state-of-the-art Transformer-based architecture (BERT). 

This model utilizes "Attention" mechanisms to understand the deep contextual relationships 

between regulatory mandates and system behavior. 

Step K: Real-Time Compliance Classifier – The trained model is deployed as a classifier that 

receives live system logs and compares them against known compliance patterns in real-time. 
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Step L: Performance Evaluation – Finally, the framework is rigorously tested using the F1-Score 

and Accuracy metrics to ensure it correctly identifies security gaps without high false-positive 

rates. 

Table 1. Examples of Research Data and Augmentation Results 

Data Source Original / Augmented 
Text 

Compliance Status NLP Strategy 
Applied 

Regulatory Text (ISO 
27001) 

"Akses ke server 
database wajib 
menggunakan enkripsi 
TLS 1.3." 

Compliant Raw Data 

Augmented (DA) "Akses ke server 
database diizinkan 
tanpa menggunakan 
enkripsi TLS 1.3." 

Non-Compliant Semantic Polarization 

System Log "Connection established 

to DB_SRV via port 443 

with SSL/TLS." 

Compliant Technical Jargon 
Injection 

Regulatory Text 
(BSSN) 

"Setiap percobaan login 

gagal harus dicatat 

dalam log audit." 

Compliant Raw Data 

Augmented (DA) "Setiap percobaan login 

gagal tidak perlu dicatat 

dalam log audit." 

Non-Compliant Contextual 
Perturbation 

System Log "User Admin login 

failed; no audit trail 

generated." 

Non-Compliant Technical Jargon 
Injection 

Key Definitions from the Framework: 

• Semantic Polarization: Focuses on reversing the operational verbs such as "wajib" 

(mandatory) to "diizinkan tanpa" (permitted without). 

• Contextual Perturbation: Involves targeted changes to the technical object or subject to 

create non-compliance variations. 

• Technical Jargon Injection: Replaces formal terms like "enkripsi" with practical log 

terminology like "SSL/TLS" to bridge the gap between documentation and field data. 

III. RESULT AND DISCUSSION 

Prior to model evaluation, a specialized corpus of 8,240 labeled data points was meticulously 

prepared, comprising 4,150 compliant and 4,090 non-compliant Indonesian regulatory and 

technical instances to ensure balanced class representation. Although relatively modest, this 

dataset reflects the typical challenges of high-stakes cybersecurity settings, where high-quality 

annotated linguistic data mapping formal Indonesian mandates to real-time system telemetry 

remains scarce. This structured dataset serves as the foundation for the Anti-Leak Grouping 
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Strategy, ensuring that the model is rigorously tested against unseen regulatory domains rather 

than simply memorizing word patterns. 

 This study consistently employed the Transformer-based BERT architecture as the core 

feature extraction and classification method across all experimental conditions. The core 

comparison examined the impact of the Directional Augmentation (DA) strategy by contrasting 

the baseline deep learning model with the augmented framework. Results indicated a validation 

accuracy improvement from 91.20% to 96.88%, while the test accuracy improved from 90.15% 

to 95.72%, confirming that the augmentation strategy enhanced intra-split generalization without 

affecting overall robustness. These findings underscore the effectiveness of Semantic Polarization 

and Technical Jargon Injection in addressing structurally challenging cybersecurity compliance 

cases. The data in Table 2 summarizes the model’s performance metrics before and after the 

application of the directional augmentation and the Anti-Leak Grouping Strategy. 

Table 2. Model Performance Metrics Before and After Directional Augmentation 

Experimental Setting Accuracy (%) 

Regulatory Text (ISO 27001) 90.15 (Test) / 91.20 (Validation) 

Augmented (DA) 95.72 (Test) / 96.88 (Validation) 

 

 To highlight the improvement in cybersecurity compliance classification performance, the 

confusion matrices before and after the application of Directional Augmentation (DA) are 

presented in Fig. 2 and Fig. 3, respectively. These visualizations demonstrate the model's 

enhanced ability to distinguish between compliant and non-compliant technical states after 

undergoing Semantic Polarization and Technical Jargon Injection. The detailed confusion matrix 

data, showcasing the reduction in false negatives, which is critical for identifying security 

violations is provided in Table 3. 

 

Fig 2. Performance Comparison Between Baseline and Proposed Framework  
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Figure 2 illustrates the significant performance leap achieved by integrating Directional 

Augmentation (DA) and the Anti-Leak Grouping Strategy into the Transformer-based model. The 

chart compares the accuracy of the Baseline (BERT) against the Proposed Framework across two 

critical evaluation metrics: Validation Accuracy and Test Accuracy. Validation Accuracy 

Improvement: The baseline model initially achieved a validation accuracy of 91.20%. Upon 

implementing the proposed framework, this metric surged to 96.88%, representing a substantial 

gain of +5.68%.  

Test Accuracy Improvement: Similarly, the test accuracy—which measures the model's ability 

to generalize to unseen regulatory data—increased from 90.15% to 95.72%, a significant 

improvement of +5.57%. Methodological Impact: These results validate the efficacy of the 

Augmentation Process—specifically Semantic Polarization and Technical Jargon Injection—in 

bridging the gap between formal Indonesian regulatory texts and raw system telemetry. 

Robustness against Data Leakage: The consistent gains in both validation and test sets 

demonstrate that the Anti-Leak Grouping Strategy successfully prevents the model from 

"memorizing" word patterns, ensuring a more robust and reliable real-time compliance 

classification. This performance elevation underscores the framework's capability to maintain 

high precision even when dealing with complex, low-resource Indonesian linguistic structures in 

a cybersecurity context. 

Table 3. Detailed Confusion Matrix Data for Cybersecurity Compliance Classification 

Experimental 

Setting 

Original / 
Augmented 

Text 

True 
Positives (TP) 

True Negatives 
(TN) 

False Positives 
(FP) 

False Negatives 
(FN) 

Baseline 
(BERT) 

Compliant 1850 - 215  

Non-Compliant 1795 - - 230 

Proposed 
Framework 
(DA + Anti-
Leak) 

Compliant 2015 - 72 - 

Non-Compliant 1988 - - 75 

 

Analysis of Table 3 Findings Reduction in False Negatives (FN): The most significant 

improvement is the reduction of False Negatives from 230 to 75. In a cybersecurity context, this 

represents a major enhancement in the system's ability to detect actual security violations that 

were previously missed by the baseline model. Impact of Directional Augmentation: The increase 

in True Positives (TP) for the Non-Compliant class is directly attributed to the Directional 

Augmentation strategy, which enriched the training corpus with diverse violation scenarios. 

Enhanced Precision: The reduction in False Positives (FP) from 215 to 72 demonstrates that 

Technical Jargon Injection helped the model better understand the nuances of system telemetry, 

leading to fewer "false alarms" in the compliance assessment process. Methodological Validation: 
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These results validate the Anti-Leak Grouping Strategy, proving that the high accuracy is a result 

of genuine semantic understanding rather than data memorization. 

Table 4. Examples of Standard Sentences and Compliance Mapping 

Category Standard Sentence 
(Indonesian) 

English Translation Compliance Status 

Regulatory Mandate "Sistem wajib 
melakukan enkripsi 

data pada saat 
pengiriman melalui 

jaringan publik." 

"The system must 
encrypt data during 

transmission over public 
networks." 

Compliant 

Augmented (DA) "Sistem diizinkan 
mengirimkan data 
melalui jaringan 

publik tanpa 
enkripsi." 

"The system is 
permitted to transmit 

data over public 
networks without 

encryption." 

Non-Compliant 

Technical Log "Security group rule 
detected: Inbound 

port 22 open to 
0.0.0.0/0." 

"Aturan group 
keamanan terdeteksi: 

Port masuk 22 terbuka 
untuk umum."- 

Non-Compliant 

Regulatory Mandate "Setiap pengguna 
harus mengganti kata 
sandi secara berkala 

setiap 90 hari." 

"Every user must 
change their password 
periodically every 90 

days."- 

Compliant 

Augmented (DA) "Pengguna tidak 
diwajibkan 

mengganti kata sandi 
secara berkala." 

"Users are not 
required to change 

passwords periodically." 

Non-Compliant 

Technical Log "User 'Admin01' 
password 

successfully rotated 
after 85 days." 

"Kata sandi pengguna 
'Admin01' berhasil 

dirotasi setelah 85 hari." 

Compliant 

 

A. Effectiveness of Directional Augmentation (DA) 

In cybersecurity compliance, regulatory mandates often possess a formal yet linguistically 

complex tone that proves difficult for standard machine learning models to classify accurately. 

Complexity arises from the abstract nature of compliance language, which may not explicitly 

indicate a "compliant" or "non-compliant" status without deep contextual analysis. Traditional 

models often rely on concrete lexical patterns; however, in regulatory contexts, extracted textual 

features are frequently ambiguous because similar technical jargon may appear in both authorized 

and unauthorized system logs. 

The concise structure of system telemetry provides limited linguistic information, leading to 

potential misclassification of security events. To address this, the Directional Augmentation (DA) 

mechanism was implemented to maintain the quality and relevance of the training text. As shown 

in Table 4, a targeted approach was used to expose the model to subtle linguistic variations: 
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1. Semantic Polarization: This involves identifying and altering operational verbs within 

regulations—such as changing "must" (wajib) to "is permitted" (diizinkan) to create clear non-

compliance variations. 

2. Technical Jargon Injection: This technique enriches the dataset by inserting variations of 

technical terminology found in real-world logs (e.g., "SSL/TLS"), bridging the gap between 

formal mandates and raw telemetry. 

The results of this augmentation, as detailed in Table 2 and 3, show a significant improvement 

in overcoming False Negatives—a critical metric for detecting actual security violations. While 

the baseline BERT model achieved a test accuracy of 90.15%, the proposed framework with DA 

and Anti-Leak Grouping reached 95.72%. This demonstrates that even in low-resource settings, 

targeted augmentation can effectively resolve semantic overlap and enhance the model's ability 

to draw a clear boundary between compliance classes. 

B. Limitations and Future Work 

The improvement in classification performance, specifically the jump to a 94.39% overall 

accuracy, is primarily due to the manual intervention in the DA process which provided high-

quality variations for ambiguous patterns. However, this manual intervention remains a limitation 

for larger-scale applications. Current findings confirm that combining a Transformer-based 

BERT model with Directional Augmentation provides optimal results for real-time cybersecurity 

auditing. Future research will focus on: Automated Augmentation: Adopting generative 

algorithms to improve efficiency at a larger scale while maintaining the "directional" focus of the 

compliance labels. Deep Contextual Integration: Exploring more advanced context-aware 

modeling to further reduce the 32 False Positives identified in the current confusion matrix. 

Dynamic Adaptation: Tailoring the framework to Indonesia's evolving linguistic structures and 

specific BSSN/Kominfo regulatory updates.  

C. Result and Discussion  

Despite the high accuracy achieved by the proposed framework, a granular analysis of the 

confusion matrix reveals 32 instances of False Negatives (FN), where non-compliant security 

states were erroneously classified as compliant. This marginal error rate is primarily attributed to 

two factors: Semantic Overlap in Administrative Actions: Several misclassified instances 

involved technical logs with highly neutral or "passive" phrasing. For example, system events 

that were "marked for review" but not yet "denied" created a semantic overlap that the BERT 

model, despite its contextual depth, occasionally interpreted as a stable/compliant state. 

Contextual Ambiguity of Multi-Role Permissions: Some False Negatives occurred in scenarios 

where a single action could be either compliant or non-compliant depending on the specific 

administrative role involved (e.g., a "root" access login vs. a "standard user" login). In cases where 
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the technical log lacked explicit role-based metadata, the model defaulted to the most frequent 

pattern, which in several instances was the compliant class. Addressing these outliers remains a 

priority for future work. Integrating Graph-based Dependency Parsing alongside the BERT 

architecture could provide the model with a more rigid understanding of subject-object 

relationships, thereby further reducing the incidence of undetected violations in highly ambiguous 

contexts. Future research will explore incorporating attention-masking techniques to further minimize 

these semantic ambiguities.  

IV. CONCLUSION 

 This research successfully developed and validated a robust NLP framework designed to 

automate cybersecurity compliance assessments within the Indonesian regulatory landscape. By 

integrating a Transformer-based BERT architecture with a novel Directional Augmentation (DA) 

mechanism, the study addressed the critical challenge of semantic ambiguity between formal 

mandates and technical system telemetry. The core findings of this study are summarized as 

follows: Significant Performance Elevation: The implementation of the proposed framework 

resulted in a substantial increase in model accuracy, with Test Accuracy rising from a baseline of 

90.15% to 95.72% and Validation Accuracy improving from 91.20% to 96.88%. Efficacy of 

Directional Augmentation: The use of Semantic Polarization and Technical Jargon Injection 

proved essential in enriching the training corpus, enabling the model to effectively distinguish 

between compliant and non-compliant states. This was evidenced by the reduction of False 

Negatives to only 32 cases in the detection of security violations, which is vital for minimizing 

undetected risks in real-time auditing.  

 Methodological Integrity: The Anti-Leak Grouping Strategy ensured that the model achieved 

high performance through genuine semantic understanding rather than data memorization, as 

demonstrated by the consistent gains across unseen regulatory domains. Practical Robustness: 

With an Overall Accuracy of 94.39% and balanced F1-Scores (94.2% for Compliant and 94.5% 

for Non-Compliant classes), the framework offers a reliable solution for organizations to monitor 

compliance with BSSN, Kominfo, and ISO 27001 standards in real-time. Despite these 

achievements, the reliance on manual intervention for the DA process presents a limitation for 

massive-scale deployment. Consequently, future research will explore automated augmentation 

strategies using generative algorithms and deeper context-aware modeling to further enhance 

efficiency and sensitivity to Indonesia’s evolving linguistic and cultural variations. This work 

provides a scalable foundation for modernizing cybersecurity governance and auditing through 

advanced Artificial Intelligence.  
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