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Abstract— Background: The advancement of information and electronic systems has significantly
transformed export and import processes. In Indonesia, the Lembaga National Single Window (LNSW)
plays a pivotal role in facilitating international trade by integrating procedures and information related to
exports, imports, and document flows. Objective: This study aims to assess the security of LNSW’s export
and import application by identifying vulnerabilities based on the Open Web Application Security Project
(OWASP) Top 10 framework. It also compares the effectiveness of Static Application Security Testing
(SAST) using SonarQube and Dynamic Application Security Testing (DAST) using ZAP (Zed Attack
Proxy) in detecting various types of vulnerabilities. Methods: The analysis involved the use of SonarQube
for source code scanning and ZAP for runtime testing. Each detected vulnerability was evaluated using the
Common Vulnerability Scoring System (CVSS) to determine its severity level. Recommended mitigation
strategies were provided accordingly. Results: A total of eight vulnerabilities were identified, comprising
two High-severity and six Medium-severity issues. SonarQube proved more effective in detecting
Identification and Authentication Failures (three instances), while ZAP excelled in identifying Vulnerable
and Outdated Components (two instances). Notably, each tool uncovered four unique types of
vulnerabilities that the other did not detect. Conclusion: These findings highlight the practical benefits of
combining SAST and DAST techniques. By integrating both approaches, organizations can achieve a more
comprehensive and reliable security assessment, ultimately leading to more resilient software systems.
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I. INTRODUCTION

In 2022, Indonesia recorded over 539 million anomalous network traffics, making it the top
target for cyber anomalies in the region. Among the top threats were plaintext password
transmissions, exploitation via HTTP OPTIONS, and Distributed Denial of Service (DDoS)
attacks. Additionally, the Indonesian Security Incident Response Team (IDSIRTII) reported that
government web applications were the most affected sector, with 855 defacement cases and 120
suspected incidents of vulnerabilities and data leaks [1]. These findings highlight the growing
threat landscape targeting national digital infrastructure including systems that support vital
functions such as trade and customs processing.

One institution at the center of Indonesia’s digital trade infrastructure is the LNSW, which
manages integrated applications for handling export, import, and document flows. As these
systems become increasingly complex and digitally interconnected, their security becomes
mission critical. A breach or compromise in LNSW systems could result in disrupted trade
operations, data leaks, and reduced trust from international partners. Therefore, a systematic and
comprehensive security assessment of these applications is urgently needed to ensure the
resilience of Indonesia’s international trade framework.

The rapid advancement of information technology brings both opportunities and challenges,
particularly in the realm of cybersecurity. Cyberattacks such as web defacement, data theft, and
unauthorized access threaten the confidentiality, integrity, and availability of information handled
by government web applications [2]. Among the most prevalent vulnerabilities are Cross-Site
Scripting (XSS) and SQL Injection (SQLi), which are commonly exploited by attackers to gain
access to sensitive data or manipulate backend databases [3], [4]. These types of vulnerabilities
have proven to be persistent and damaging, especially in public-facing systems.

Given this landscape, conducting comprehensive security assessments is essential for
identifying and mitigating such threats. For LNSW, an institution responsible for managing
critical export and import information, including customs and financial documentation, the stakes
are especially high. Any compromise of its systems could result in data breaches, operational
disruptions, and economic losses, ultimately undermining public trust and institutional credibility.
In this context, vulnerability identification is conducted through systematic vulnerability
assessments to obtain insight into potential security weaknesses within the application
infrastructure using vulnerability scanning tools [5], [6], [7]. Therefore, ensuring the security of
LNSW’s application infrastructure is a strategic necessity.

Several prior studies have attempted to evaluate the security of web applications using the

OWASP framework. For example, [8] and [9] employed ZAP as a Dynamic Application Security
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Testing (DAST) tool to detect vulnerabilities such as SQL Injection, XSS, and CSRF. These
studies demonstrated that DAST tools can identify high-severity vulnerabilities that pose risks of
data breaches. However, both studies focused solely on external testing, without providing
severity classification for each detected issue, which limits the ability to prioritize remediation
efforts. Furthermore, ZAP's lack of access to source code and internal application logic
constrained the depth of the findings.

It is known that each tool has its strengths and weaknesses in detecting certain vulnerabilities,
and developers should not solely rely on DAST as the primary method for vulnerabilities
detection. This is because DAST focuses only on interaction between the user and the application
and does not perform internal analysis, which is done by static application security testing (SAST)
tools like SonarQube [10]. To support this, combining other tools such as SonarQube and ZAP
has been shown to provide more optimal results and improve the true positive rate in detecting
security vulnerabilities within applications [11]. Prior research has indicated that DAST tools can
identify numerous vulnerabilities across different severity levels, including critical issues such as
SQL Injection and improper security configurations [12], [13]. It has also been observed that web
applications lacking basic security measures are highly susceptible to attacks, potentially resulting
in severe system compromise [14]. Furthermore, systematic reviews have emphasized that
combining SAST and DAST approaches significantly enhances vulnerability detection
capabilities compared to relying solely on a single method [15].

Previous studies on application security testing often rely solely on DAST tools, which lack
internal system visibility and provide limited context for detected issues. While these approaches
can identify runtime vulnerabilities, they are less effective in detecting certain categories of
weaknesses and often omit severity scoring, making it difficult to prioritize remediation efforts.

However, these studies suffer from key limitations that this research seeks to address namely,
the lack of severity scoring for each detected vulnerability and the reliance on a single testing
tool, typically a DAST approach, without internal system visibility. These limitations reduce the
effectiveness of prior analyses in prioritizing threats and understanding the full security posture
of the application. This study therefore aims to provide a strategic and comparative security
assessment of the LNSW export and import application by leveraging the complementary
strengths of SAST (SonarQube) and DAST (OWASP ZAP) tools. By systematically integrating
both testing methodologies, this research seeks to deliver a comprehensive identification and
categorization of vulnerabilities, while highlighting the strengths and limitations of each approach

in detecting different types of security issues.
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II. RESEARCH METHOD
To achieve the research objectives, this study adopts a structured methodology consisting of

the following main steps. These are visually summarized in Figure 1, which outlines the

sequential phases carried out during this research.
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Fig 1. Methodology Steps

A. Data Collections

To represent and select relevant applications for security analysis, this study adopted an
evidence-based selections strategy by accessing the internal analytics dashboard provided by
LNSW. The dashboard displays live traffic statistics, including the total number of HTTP requests
for each application, as recorded by the system’s internal monitoring services. For this research,

request data was retrieved covering a 90-day period from April to June 2024,
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LNSW manages over 30 digital services, including API’s and web applications. In line with
the problem scope, this study focused on the top three applications with the highest number of
user interactions, as measured by total request volume within the defined period. This approach
assumed that applications with higher traffic are more likely to be exposed to potential security

threats and therefore more critical for analysis.

Fig 2. LNSW Internal Dashboard Displaying Application Request Volume for Period April-
June 2024
As shown in Figure 2, the Aplikasi Informasil Konsumsi & Produksi recorded the highest
request volume, followed by Aplikasi Keadatangan dan Keberangkatan with 25.4 million
requests, and the Aplikasi Kegiatan Ekspor with 12.3 million requests. These three applications

were selected for in-depth security scanning and vulnerability assesment.
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B. Scanning Application Code with SonarQube

SonarQube is utilized in this study as a static code analysis tool to detect vulnerabilities and
code quality issues by examining the application’s source code without executing it [16], [17]. In
this setup SonarQube was used with its default configuration and ruleset, without the addition of
external plugins. The tools support over 30 programming languages [18], and in this study, it was
applied to analyze JavaScript source code which is the primary language of the selected

applications.

In this research, SonarQube was installed on a dedicated virtual machine within the LNSW
development environment. It was integrated into the CI/CD pipeline using Gitlab CI, allowing for
automated code analysis as supported by platform [19]. The analysis was triggered automatically
upon every change or commit (full scan, enabling continuous monitoring of code quality. Figure

3 illustrates the integration of SonarQube within the CI/CD process.

Fig 3. Pipeline Process

The scanning process generates categorized security issues that include the type of
vulnerability, its location in the source code, and a severity level. Vulnerabilities are automatically
mapped into OWASP Top 10 categories when applicable, such as XSS or SQL Injection, based
on the rule match. This setup enables early identification of critical security flaws, including
blocker bug and security hotspots, providing actionable insight for developer during the

development cycle [20].

Security Category X a “ 2

SonarSource

OWASP Top 10 2021

OWASP Top 10 2017

CWE

Fig 4. Scan Results by SonarQube
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As shown in Figure 4, there are examples of two vulnerabilities with the Authentication type

which fall under the OWASP category of Identification and Authentication Failures.

C. Scanning Application with ZAP

In this stage, scanning is conducted using ZAP to identify vulnerabilities present in the
application. After downloading the application from its official site, ZAP is installed on a separate
computer. Unlike SonarQube, which is integrated into the development server infrastructure, ZAP
operates independently. It intercepts all requests and responses from the web server as part of a
comprehensive testing process that includes information gathering, scanning, vulnerability
exploitation, and reporting. Furthermore, ZAP allows users to modify transiting traffic, enabling
deeper analysis and more thorough testing of potential vulnerabilities [21], [22]. ZAP can be
enhanced to detect various types of SQL injection attacks such as Error-based, Union-based,
Time-based blind, and Authentication Bypass using active rules scripts, which significantly
improves its effectiveness in identifying critical web security issues [23]. Figure 5 provides an

overview of how ZAP is utilized during the scanning process.

Q;{ Active Scanning H Spidering ]—»[ Reports }

-
nsert url to ZAP

Fig 5. ZAP Scanning Process

D. Analysis of Scanning Results

After completing the scanning stage, the next step involves analyzing the vulnerabilities that
were previously identified. In this step, the authors categorize types of attacks and describe the
potential impacts of each vulnerability. The following are the steps taken to categorize the

identified vulnerabilities, as depicted in Figure 6.

} ) Mapping With .
Identification H OWASE TOP 10 HCreate Categories

Fig 6. Security Categorization Step
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Based on Figure 6, the Security Categorization Step involves the identification stage, where
each vulnerability identified from the scanning results, such as SQL Injection and XSS, undergoes
review. These vulnerabilities are then matched against the OWASP TOP 10 list to determine if
they correspond to any of the listed ten categories. Subsequently, each vulnerability is assigned
to the most appropriate category, for example, SQL Injection falls under the Injection category
(A03:2021). In the final step, entries are recorded in a categorization table, followed by weighting
using CVSS Risk Scoring. By categorizing the vulnerabilities, the author can provide appropriate
recommendations, prioritize risks, and develop targeted mitigation strategies to prevent the

exploitation of identified vulnerabilities, referring to OWASP guidelines [24].
E. CVSS Risk Scoring

Vulnerability ranking is performed after relevant information about each vulnerability has
been identified. The purpose of this ranking is to classify the risk level and determine the handling
priority of each vulnerability by assessing base score metrics. This process employs the Common
Vulnerability Scoring System (CVSS) version 3.1 [25], [26], which assigns numerical values to
vulnerabilities, enabling standardized evaluation of security risks and facilitating the

identification of potential impacts associated with specific types of attacks.

The CVSS Risk Scoring Step is illustrated in Figure 7, showing the logical sequence from
vulnerability identification to severity rating. The information regarding the impact and scenario
of a vulnerability is obtained from the OWASP list and previous scan results. For example, if
vulnerability is accessible via Network, the Attack Vector (AV) is assigned a value of 0.85, and
if the attack has high complexity, the Attack Complexity (AC) is assigned a value of 0.44. Other
parameters include Privileges Required (PR), User Interaction (UI), Scope (S), Confidentiality
(C), Integrity (I), and Availability (A).

List of Vuinerability

Mapping with QWASP
top 10 Scenario

Base Score Metric

Exploitability Property Scope Property Impact Property

» Convidentiality
» Scope = Integrity

« Availability
Score

Fig 7. CVSS Risk Scoring Step

» Altack Complexity
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« Altack Vector
« User Interaction
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While Figure 7 presents the overall process for deriving CVSS risk scores, a more detailed
understanding requires examining the possible values assigned to each metric in the Base Metric
Group. Table 1 outlines these possible values for each metric, as defined by the CVSS 3.1
Specification Document [27]. These values are essential for ensuring consistency and accuracy

when assessing the severity of vulnerabilities.

Table 1. Qualitative Severity Rating Scale

Metric Value Possible Value  Values
Attack Vector (AV) Physical (P) 0.20
Network (N) 0.85
Local (L) 0.55
Adjacent (A) 0.62
Attack Complexity (AC) Low (L) 0.77
High (H) 0.44
Privileges (PR) None (N) 0.85
Low (L) 0.62
High (H) 0.27/0.5
User Interaction (UI) Required (R) 0.62
None (N) 0.85
Scope (S) Unchanged (U) -
Changed (C) -
Confidentiality (C) None (N) 0
Low (L) 0.22
High (H) 0.56
Integrity (1) None (N) 0
Low (L) 0.22
High (H) 0.56
Availability (A) None (N) 0
Low (L) 0.22
High (H) 0.56

The information regarding the impact and scenario of a vulnerability is obtained from the
OWASTP list and previous scan results. For example, if the vulnerability is accessible via Network,
the Attack Vector is assigned a weight of 0.85, and if the attack have a high complexity, the Attack
Complexity is given a value of 0.44, below is the formulas used to calculate the Impact Sub Score

(ISS) (1), Impact (2), Exploitability (3), and the Base Score (4) in the CVSS 3.1 Framework.

ISS=1-[1-0O)x 1= x(1-4)] (1)
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If Scope Unchanged: 2)
Impact = 6.42 X ISS

If Scope Changed:

Impact = 7.52 x (ISS — 0.029) — 3.25 x (ISS — 0.02)*®

Exploitability = 8.22 x AV x AC x PR x Ul 3)

Base Score = min(Impact + Exploitability, 10) X Scope Modifier) %)
(Scope Modifier is 1.0 if scope unchanged, or 1.08 if scope is changed)

Each vulnerability is also represented using a CVSS vector string, which provides a compact,
textual representation of its base metrics. For instance, the vector string
AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:H indicates a vulnerability that is exploitable over the
network with low complexity, no required privileges, and high impact on confidentiality, integrity,
and availability.

As an example, a vulnerability with vector string AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H
would result in a base score of 9.8. The CVSS vector and base score were derived using the
official NIST CVSS Calculator v3.1 [28].

For example, a vulnerability with a base score of 9.8 is considered Critical based on the CVSS
scoring system. After obtaining the CVSS base score, a Qualitative Severity Rating is applied to
classify the severity of the vulnerability into categories such as Low, Medium, High, or Critical

[29]. Table 2 presents the score ranges used in this classification.

Table 2. Qualitative Severity Rating Scale

CVSS Score Rating
0.0 None
0.1-3.9 Low

40-6.9 Medium
7.0-8.9 High

9.0-10.0 Critical

ITI. RESULT AND DISCUSSION

A. Scan Results

After scanning the applications using SonarQube and ZAP, the next step involves compiling
a list of vulnerabilities identified during the scanning process into a table for assessment using the
CVSS. Recommendations are then provided to prevent exploitation and close security gaps in the
applications, following OWASP security guidelines [30]. The findings from both tools are

summarized in Table 3, followed by a description of the differences in their detection capabilities.
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Table 3. Vulnerabilities Identified by SonarQube and ZAP

ID

Vulnerabilities

Descriptions

Tools

Vo1

Directory Browsing

This vulnerability occurs when a web
application is misconfigured, allowing
unauthorized access to directories and files that
should not be exposed to the public. A user can
navigate through the directory structure and
potentially discover sensitive files such as
configuration files, log, or backup files.

ZAP

Vo2,
Vo6

Vulnerable JS
Library

This issue arises when an application uses
outdated or unsupported JavaScript library that
may contain known security vulnerabilities that
have not been addressed due to lack of updates
or patches from the developer. By using such
components, the application is exposed to
various risks, including code injections, XSS,
and other exploits.

ZAP

Vo3

Server-Side Code
Injection

This vulnerability occurs when an attacker can
inject malicious code into the server-side
environment, often through validation input or
improper handling.

SonarQube

Vo4

Backup File
Disclosure

Backup files are improperly stored or
accessible on the server due to security
misconfigurations. Backup files often contain
sensitive data including source code, database
credentials, configuration, and sensitive user
information.

ZAP

Vo5,
Vo7,
V08

Authentication

This issue arises when sensitive data is
hardcoded directly to the code. The data such
as password, API keys, or secret data. Storing
sensitive data to the code is dangerous because
it can be easily exposed if the codebase is
compromised.

SonarQube

While both tools uncovered a range of security issues, differences were observed in the types

of vulnerabilities detected by each tool. For instance, ZAP was more effective in identifying

outdated components and runtime-related issues, whereas

SonarQube reported more

vulnerabilities related to authentication and input validation. These discrepancies can be

explained by the fundamental approaches used by each tool. ZAP operates as a DAST tool, which

interacts with the application during execution and inspects HTTP responses and behaviors,

making it suitable for detecting runtime and deployment-level flaws. In contrast, SonarQube

functions as a SAST tool, analyzing source code without executing it. This allows it to identify

logical flaws, insecure coding practices, and authentication issues directly within the codebase.

Therefore, the combined use of both tools provides a more comprehensive assessment of the

application's security posture.
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At this stage, the result from previous process of identifying vulnerabilities are categorized
according to OWASP. The author has grouped the types of attacks based on the list of
vulnerabilities that correspond to the OWASP top 10 security risks. This categorization helps to
better understand the severity and nature of each vulnerability in the context of web applications
security. Figure 8 illustrates the type of vulnerability that fits within the most common and critical
security risk.

OWASP TOP 10 2021

Vulnerabilities A01:2021-Broken Access Control

V01 - Directory Browsing A02:2021-Cryptographic Failures
V02 - Vulnerable JS Library A03:2021-Injection

W03 - Server-Side Code Injection A04:2021-Insecure Dezign

a

W04 - Backup File Disclosure A03:2021-Security Misconfiguration

V03 - Authentication A06:2021-Vulnerable & Outdated Components
V06 - Vulnerable JS Library A07:2021-Identification & Authentication Failures
V07 - Authentication A08:2021-Software & Data Integrity Failures

V08 - Authentication A09:2021-Secority Logging & Monitoring Failures

A10:2021-Server-Side Request Forgery

Fig 8. Category of Vulnerabilities Based on OWASP

Figure 8 illustrates the correlation between the identified application vulnerabilities (V01—
V08) and the OWASP Top 10 2021 categories. This mapping provides a structured overview of
the types of security weaknesses present in the analyzed applications.

As shown in the figure, several vulnerabilities are associated with A07:2021 — Identification
and Authentication Failures. Specifically, vulnerabilities V05, V07, and V08 indicate the presence
of hardcoded credentials in the codebase. The recurrence of this issue suggests a systemic flaw in
how authentication data is managed and stored.

In addition, vulnerabilities V02 and V06 fall under A06:2021 Vulnerable and Outdated
Components. These indicate the use of deprecated JavaScript libraries, which pose risks due to
unpatched security flaws and the absence of maintenance from developers.

Vulnerability VO3, categorized as A03:2021 Injection, highlights a server-side code injection
issue, which typically arises from insufficient input validation and improper handling of user data
on the server.

Furthermore, vulnerabilities VO1 and V04 are linked to A05:2021 Security Misconfiguration.
These include directory browsing and backup file disclosure both pointing to inadequate server
configuration that exposes sensitive files to unauthorized users.

Overall, the classification reveals that most vulnerabilities are concentrated within

authentication flaws, insecure component usage, and configuration errors. This trend reflects
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common security concerns emphasized in the OWASP Top 10, underscoring the need for
improved development practices, regular dependency updates, and secure configuration
management.

Following the presentation of Figure 8, Table 4 provides a detailed summary of the
vulnerabilities that have been categorized according to the OWASP Top 10. Each entry in the
table shows the specific vulnerability, and the corresponding OWASP category.

Table 4. Scanning Results

ID Vulnerabilities Categories Tools
Vo1 Directory Browsing A01:2021-Broken Access ZAP
Control
) A06:2021-Vulnerable &
V02, V06 Vulnerable JS Library Outdated Components ZAP
V03 Server-Side Code Injection A03:2021 — Injection SonarQube
V04 Backup File Disclosure AQS:ZOZI - Sc?curlty ZAP
Misconfiguration
V05, V07, V08  Authentication A07:2021 — Identification SonarQube

& Authentication Failures

B. CVSS Results

After calculating the CVSS scores as described in the previous section, the results for each
identified vulnerability are presented in Table 5. These results indicate the severity and urgency

levels based on the calculated scores.

Table 5. Score Results

ID AV AC PR Ul S C I A Score Rating
Vo3 055 077 0.5 0.85 - 0.56 0.56 0.56 8.2 High

V04 085 0.77 085 0.85 - 0.56 0 0 7.5 High

V02 085 0.77 085 0.85 - 0.22 0 0.22 6.5 Medium
Vo6 085 077 085 0.85 - 0.22 0 0.22 6.5 Medium
Vo5 055 077 085 0.85 - 0.56 0 0 6.2  Medium
Vo7 055 077 085 0.85 - 0.56 0 0 6.2 Medium
Vo8 055 077 085 0.85 - 0.56 0 0 6.2  Medium
Vol 085 077 085 0.85 - 0.22 0 0 5.3  Medium
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As shown in CVSS calculation results in Table 5, vulnerability V03 received a score of 8.2
(High) because it can be exploited over a network, has low attack complexity, requires no
privileges (Privileges Required: None), and has a significant impact on both confidentiality and
availability. In contrast, V04 scored 7.5 (High) with a moderate attack complexity, but it still

poses a high risk due to its potential impact on data integrity and availability.
C. Security Recommendations

After calculating the CVSS and determining the priority, the next step is to provide
recommendations are applied to help organizations safeguard their applications and prevent

exploitation of the vulnerability. Table 6 presents the security recommendations.

Table 6. Security Recommendations Sorted by Rating

ID Categories Recommendation Rating
V03  Injections Implement server-side input validation, especially
for dynamic query inputs, to mitigate the risk of
injection vulnerabilities such as SQL Injection. High

Ensure that inputs are properly sanitized and
validated before being processed.

V04  Security Change default passwords and remove any unused
Misconfiguration components or features from framework. This
helps prevent potential vulnerabilities associated High

with default settings and unnecessary code to
reducing the attack surface.

V02, Vulnerable & Update outdated components by either upgrading
V06  Outdated them or finding alternative components and
Components regularly repeat the hardening process to ensure Medium

that systems remain resilient against emerging
vulnerabilities.

V05, Identification &  Avoid storing passwords, security keys, or

V07,  Authentication sensitive data directly in the codebase, and

V08  Failures implement two-factor authentication (2FA) to
enhance security. These measures strengthen the Medium

protection of user credentials and sensitive
information, reducing the risk of identification
and authentication failures.

V01  Broken Access Use a whitelist system, block all access by default,

Control and only allow predefined resources to be publicly

accessible. Regularly review and update a
whitelist to ensure that only necessary resources
remain exposed and monitor for any unauthorized
access attempts to maintain a secure environment.

Medium

Based on the vulnerabilities presented in Table 6, each identified issue carries significant
implications for LNSW’s ability to facilitate secure and reliable national trade operations. For

instance, injection vulnerabilities (V03) could compromise the integrity and confidentiality of
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national trade data by enabling unauthorized manipulation or exfiltration of critical information,
potentially leading to data breaches that undermine both operational accuracy and public trust.
Security misconfigurations (V04) heighten the risk of unauthorized system access, which could
disrupt trade processing or expose sensitive trade records to malicious actors. Outdated or
vulnerable components (V02, V06) not only expand the attack surface but also threaten system
availability, potentially delaying or halting the processing of import/export documentation and
diminishing stakeholder confidence. Failures in identification and authentication mechanisms
(V05, V07, V08) could result in credential theft, enabling impersonation of legitimate users and
the submission of fraudulent trade transactions. Finally, weaknesses in access control (V01) may
allow unauthorized entities to access restricted resources, leading to data leaks or operational
manipulation. Collectively, these vulnerabilities represent risks not only to system security but
also to LNSW’s operational continuity, the integrity of national trade data, and the trust of both

the public and international partners.

IV. CONCLUSION

The following conclusions can be drawn from the results of this study, the assessment of the
application identified a total of eight vulnerabilities with varying severity levels, consisting of six
categorized as Medium and two as High. The two High-severity vulnerabilities, with CVSS scores
of 8.2 and 7.5, indicate significant security risks that require immediate remediation. SonarQube
primarily detected vulnerabilities related to source code quality and secure coding practices, while
Z AP identified issues related to runtime behavior and web application interactions. SonarQube
detected four vulnerabilities across two types of security issues, while ZAP identified four
vulnerabilities spanning three types. These results highlight the importance of employing multiple
analysis tools with complementary focuses to gain a comprehensive view of potential security
weaknesses. Addressing the identified vulnerabilities promptly can reduce the risk of exploitation
and enhance the overall security posture of the application. Future research could explore broader

testing scenarios or integrate additional security tools to further improve detection accuracy.
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