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Abstract—Information system security within XYZ University constitutes a vital component of its IT
framework, exerting significant influence over security levels across all facets of the information systems.
Among the numerous implemented information system services at the university, a considerable portion
lacks active security measures within operational systems. In pursuit of achieving uniform governance, this
study adopts the most recent COBIT 2019 framework. The primary objective of this research is to evaluate
the degree to which current information system security management aligns with the process achievement
values stipulated in the COBIT 2019 standard. This evaluation entails the calculation of maturity level
values that gauge performance levels in managing information system security. Findings from the COBIT
2019 Design assessment conducted at XYZ University's LTIK reveal that individuals scoring above 80 or
those requiring Capability Level 4 include APO12 and BAI10. Moreover, the calculation outcomes for each
subdomain reveal the presence of 2 subdomains at Level 4, 4 subdomains at Level 3, 15 subdomains at
Level 2, and 19 subdomains at Level 1. The identification outcomes underscore the existence of gaps within
each domain. Particularly, the APO12 and BAI10 domains exhibit a gap spanning 2 levels.
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I. INTRODUCTION

Information technology has become a necessity for every company in today's age. With every
advancement in information technology, the demand for security in its systems has increased to
support the business needs of these companies [1], [2]. Information security is a crucial aspect of
the operations of any university, as it helps protect the technological and information assets
employed by the institution [3]. Information system security at XYZ University is an integral part
of its IT, playing a crucial role in ensuring security across all information system sectors.
However, despite implementing various information system services, many systems are lacking
security measures, and the management of information system security lacks standardized
practices, leading to overlaps in security management efforts. Another issue arises from the
increasing number of information systems connected to the internet, which makes protecting these
systems more complex and brings new challenges in designing appropriate governance in line
with standards. Therefore, it is necessary to conduct an evaluation through performance
measurement of information system security in the institution's information and communication
technology department at XYZ University. Based on the conclusions drawn from the issues and
objectives, there are research questions that will be analyzed to what extent XYZ University has
successfully implemented the COBIT 2019 framework by measuring the current capability and
also measuring the gap between the current state and the expected outcomes based on COBIT
2019 measurements.

IT governance is a process capable of designing a close determination regarding IT within a
corporate environment to achieve the organization's desired objectives for the present time [4],
[5], [6]. There are several standard models in information technology governance widely
recognized for assessing the performance of IT governance. Some of them are The IT
Infrastructure Library (ITIL), Control Objectives for Information and related Technology
(COBIT), and ISO/IEC 27001 [7]. These three standards aim to ensure that the implementation
of information technology within an organization aligns with expectations and mitigates risks.
From these three standard models of IT governance, COBIT is chosen as the appropriate
framework. COBIT provides the necessary components for building and managing information
technology systems, such as processes, organizational structure, policies and procedures,
information flow, culture and behavior, skills, and infrastructure [8], [9], [10]. COBIT assists
organizations in considering crucial design factors when developing a suitable information
technology governance system to address issues by grouping relevant components into
governance and management. Furthermore, COBIT defines elements that describe the decisions

to be made and how to execute them [11], [12], [13]. In 2018, the Information Systems Audit and
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Control Association (ISACA) released the latest version of COBIT, namely COBIT 2019, with
some new adjustments, including the use of design factors. These changes enable COBIT to be
more easily adapted to specific contexts [14], [15], [16], [17].

COBIT represents an information technology framework created by the ISACA entity, aimed
at aiding organizations in optimizing their IT assessments to strike a harmonious equilibrium
between anticipated advantages, risk mitigation, and resource allocation [18], [19]. Comprising a
series of documents outlining best practices for information technology governance, COBIT is
crafted to assist users and management alike [20]. Its role lies in bridging the gap that exists
among business risks, control requisites, and intricate technical IT-related aspects [21]. The core
objective of this research is to gauge the extent of the current maturity level within system
security, utilizing COBIT 2019 standards as a benchmark. This assessment is accomplished by
computing the maturity level, which functions as a representation of the proficiency level in

information system security [22], [23], [24], [25], [26].

II. RESEARCH METHOD

The chosen research methodology is analytical and descriptive in nature, with the primary
objective of illustrating the current state of a particular phenomenon. This will be followed by a
quantitative analysis approach. To carry out this study, the COBIT 2019 standard procedures will
be employed as an analytical framework. The research will utilize a set of respondents, along with
formulas to calculate maturity values and techniques for assessing scores. These tools will

collectively facilitate the determination of maturity levels.
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Fig 1. Research Methodology
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The data collection involves a literature review encompassing sources such as books, journals,
articles, and the internet. Discussions are conducted to elucidate the theory and application of
governance using the COBIT 2019 framework. Direct interviews are carried out with the leaders
of the IT unit at XYZ University, focusing on the current state and management of information
system security. The researcher also conducts observations by reviewing documents related to
information system security. The administration of questionnaires aims to collect data by
presenting a series of questions aligned with the COBIT 2019 standards that will be measured.
Respondents in this study are selected based on relevant stakeholders, determined through
mapping the RACI Chart to prioritize processes. The assessment of the rating for each subprocess
is conducted using the NPLF method, based on all identified subprocess activities.

Based on the illustration of the research flow diagram, the process can be elucidated as follows:
The initial phase involves executing the research plan, encompassing activities like problem
identification. Subsequently, observations are conducted within XYZ University's Information
and Communication Technology Institute, where the application's functioning is examined by
monitoring the requisite documents related to the research. Following this, information regarding
the specific case is accumulated to compare it against the model and procedure employed for in-
depth design at various levels. The model's course of action to be adopted aligns with the design
factors within the COBIT 2019 framework. This methodology is enacted through the analytical
stages of the COBIT 2019 factor design. The subsequent segment involves the selection of
pertinent components from the COBIT 2019 framework based on individual preferences. Within
this segment lies the comprehensive process sequence of all COBIT 2019 processes [27], [28],
[29], [30], [31].

Determination on the activity starts the domain that has been selected will create questions in
the questionnaire given to correspondents. The processes from the selected domains are taken
from activities in the COBIT 2019 framework. Each scope may differ depending on the activities
they carry out together with the COBIT 2019 framework. After the next selected area is identified,
it is determined which respondent is the subject of this study. When inquiries are directed towards
the predetermined activities within a specific field, aiming to conduct tests on the designated list
of participants, the primary objective of this process is to obtain the outcomes of these activities.
Concluding the research plan's progression, the ultimate phase involves selecting the goals for
capability levels. These chosen objectives will subsequently serve as benchmarks for the level
identification process. The outcomes pertaining to competency levels are derived from the domain
mapping findings. The necessary level of accomplishment to be reached will be ascertained based

on these outcomes [32], [33], [34], [35], [36].
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Perform an examination of the acquired documents and oversee the objectives that will
ultimately be presented to the Information and Communication Technology Institute at XYZ
University. This oversight is pivotal for the finalization of the process aimed at identifying the
level of management for information system security. The document analysis procedure
encompasses both the computation of capability levels and the execution of gap analysis.
Capability level calculations serve the purpose of evaluating the status of information system
security in relation to its management. Meanwhile, gap analysis entails a comparative assessment
between the attained accomplishments and the anticipated achievements within the context of

XYZ University's Information and Communication Technology unit.
III. RESULT AND DISCUSSION

By combining all the design factor values in COBIT 2019 which have been carried out in the
factor design mapping stage, all the resulting domains are then combined into a governance design

as illustrated in Figure 2.
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Fig 2. Results of All Design Factors
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Figure 2 depicts the outcomes of the COBIT 2019 implementation at XYZ University's LTIK.
This governance design yields a process with suggested proficiency levels. COBIT 2019 specifies
that achieving a proficiency level of 80 or higher requires a certain degree of expertise. When the
proficiency score reaches 50 or higher, a proficiency level of 3 is anticipated. Scores exceeding
25 mandate a competency level of 2, whereas a full score below 25 corresponds to the need for
the process to reach competency level 1. The subsequent findings pertain to the administration of
LTIK XYZ University. Based on the outcomes derived from the 2019 COBIT Design assessment
at LTIK XYZ University, it is discernible that individuals who achieve scores surpassing 80 or
are required to attain Capability Level 4 include APO12 and BAI10.

After obtaining two important domains from the results of the COBIT 2019 design factors, the
next step is to select respondents to fill out questions in each of these domains. There were three
respondents from XYZ University who were involved, namely the Head of LTIK, the Head of
the Hardware Section and the Head of the Software Section. In calculating the level of ability will
be calculated from the two domains that get a score of more than 85. Assessment is based on the
provisions if the level of ability achieved is less than 15% then the result is N (Not Achieved). If
the ability level reaches between 15% and 50%, then the result is P (Partially Achieved). If it
reaches between 50% and 85% then the result is L (Major Achieved). And if it reaches more than
85% then the result is F (Fully Achieved). If the result is F, then you can proceed to the next level
of ability. However, if the result does not reach F, the ability level will only stop at that level. The
results of the overall factor design statement, selected two priority management objectives with a
score of more than 80, namely APO12 and BAI10, both of which have a suggested ability level
of 4. After selecting from the two domains, further calculations will be carried out, namely
determining the attainment of the ability level of the two domains the. The results of measuring
the ability level can be seen in the following table.

Table 1. Level Capability Assessment 1 APO12

Responden Activity Value Number of Capability
Activities
R1 1 1 100%
R2 1 1 100%
R3 1 1 100%
Total 100% (F)

Table 1 shows the results of APOI12 activities at Capability Level 1. In the process of
calculating the value at Capability Level 1 reaching 100% or F (Fully Achieved), an assessment
is made for the next level, namely Level 2. APO12 activities at Capability Level 2 can be seen in

Table 2 .
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Table 2. Level Capability Assessment 2 APO12

Responden Activity Value Number of Capability
Activities
R1 6 6 100%
R2 5 6 83%
R3 5 6 83%
Total 88% (F)

Table 2 shows the results of APO12 activities at Capability Level 2. In the process of
calculating the value at Capability Level 2 reaching 88% or F (Fully Achieved), an assessment is
made for the next level, namely Level 3. The results of APO12 activities at Capability Level 3

can be seen in Table 3.

Table 3. Level Capability Assessment 3 APO12

Responden Activity Value Number of Capability
Activities
R1 16 18 88%
R2 13 18 72%
R3 12 18 66%
Total 75% (L)

Table 3 shows the results of APOI2 activities at Capability Level 3. In the process of
calculating scores at Capability Level 3, the results only reach 75% or L (Mostly Achieved).
Therefore, it is not possible to evaluate at the next level, namely Level 4. Based on the table it can

be concluded that the APO12 domain obtains a capability value at Level 2.

Table 4. Level Capability Assessment 1 BAI10

Responden Activity Value Number of Capability
Activities
R1 1 1 100%
R2 1 1 100%
R3 1 1 100%
Total 100% (F)

Table 4 shows the results of BAI10 activities at Capability Level 1. In the process of
calculating scores at Capability Level 1 reaching 100% or F (Fully Achieved), an assessment is
made for the next level, namely Level 2. BAI10 activities at Ability Level 2 can be seen in Table

5.
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Table 5. Level Capability Assessment 2 BAI10

Responden Activity Value Number of Capability
Activities
R1 5 5 100%
R2 4 5 80%
R3 4 5 80%
Total 86% (F)

Table 5 shows the results of BAI10 activities at Capability Level 2. In the process of
calculating scores at Capability Level 2 it reaches 86% more or F (Fully Achieved), then an
assessment is carried out for the next level, namely Level 3. The results of BAI10 activities at

Capability Level 3 can be seen in Table 6.

Table 6. Level Capability Assessment 3 BAI10

Responden Activity Value Number of Capability
Activities
R1 5 6 83%
R2 5 6 83%
R3 3 6 50%
Total 72% (L)

Table 6 shows the results of BAI10 activities at Ability Level 3. In the process of calculating
scores at Ability Level 3, the results only reach 72% or L (Most Achieved). Therefore, it is not
possible to evaluate at the next level, namely Level 4. Based on the table, it can be concluded that
the BAI10 domain obtains a capability value at Level 2. Based on the results of the ability levels
in the 2 domains, namely APO12 and BAI10, it was obtained that the ability levels were achieved
by XYZ University. Furthermore, we can analyze the gap (gap) between the expected target level
and the level of ability that has been achieved at this time. The results of the gap analysis are listed
in Table 7.

Table 7. Domain Gap Results

Domain Target Capability Current Gap
Level Capability Level
APOI12 4 2 2
BAI10 4 2 2

The results of the gap analysis are shown in table 7, where there is a difference of 2 levels in
the APO12 domain and a difference of 2 levels in the BAI10 domain. To fill the gap at that level

of ability, every element that must be met from each predetermined level must be met.
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This research has potential constraints that may arise, both in the analysis process and upon
completion. One such challenge is maintaining the sustainability of COBIT 2019 implementation,
particularly when there are changes in leadership, shifts in organizational priorities, or alterations
in the business environment. Changes in the external environment, for instance, can impact the

relevance and effectiveness of implementing COBIT 2019.

IV. CONCLUSION

The results of the identification of the management design level at XYZ University show that
the calculation of the capability level in the APO12 domain and the BAI10 domain is at Level 2.
This indicates that the processes in these domains have been implemented and have succeeded in
achieving organizational goals. aim properly. However, from the identification results, it appears
that there are gaps in each domain. The APO12 and BAI10 domain gap has 2 levels. To improve
the quality of service management, it is advisable to carry out activities that are already at each
current level of ability in order to achieve the expected level of ability. For example, in the APO12
domain, the expected target ability level is 4, but currently it has only reached level 2. In the
BAI10 domain, the expected target ability level is also 4, but currently it has only reached level
2. With the implementation of existing activities, it is expected the level of ability in each domain
can be increased according to predetermined targets.

The activities that can be carried out to reach the next level are creating and consistently
updating Information and Technology (I&T) risk scenarios, exposure to I&T-related losses, and
reputation risk scenarios, which include combined scenarios involving cascading and coincidental
threat types and events. Determine specific control activities and capabilities for detection
expectations. Explain and reach a consensus on the scope and complexity of configuration
management, defining configurable services, assets, and infrastructure items to combine.
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