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Abstract—In this paper we study electronic driving license (EDL) for secure sharing of vehicles in 

wireless IoT networks. The process of authentication and data transmission to the server is a very 

challenging problem to solve. To solve this problem, we propose the use of a wireless IoT network to 

overcome the transmission speed from the vehicle to the server, and the use of EDL for the driver 

authentication process. Two devices are installed on the vehicle side and on the server side while the 

wireless IoT network is used to make data transmission efficient. EDL is used to authenticate drivers who 

rent vehicles. When the device authentication process on the vehicle will send geographic information 

obtained through the global positioning system (GPS) to the server. The server will verify the user, if it 

matches then the server will send a command to the vehicle to be used.  To run the considered system, we 

proposed Algorithm 1 and 2 to run the vehicle device and server, respectively. Experiment result shows the 

proposed system has maximum accuracy in 95.5%, packet delivery ratio 90%, delay propagation less than 

60 seconds. Thus, the security of the shared vehicle will be increases.  
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 I. INTRODUCTION 

  The growth of sharing vehicles at this time has increased the mobility of people who will 

travel. However, monitoring registered or unregistered users who drive these vehicles is not easy. 

Currently, the security of sharing vehicles only uses keys and sensors on the car body. The author 

in [1] studied the security issue to reduce the occurrence of car theft by using the Internet of 

Things (IoT) to detect if the lights on the car have not been turned off and the car windows have 

not been closed; this system is in the form of a mobile application. Meanwhile, at a car rental 

place, the security system only provides identity as a guarantee, which still causes cases of car 

theft. In addition, the author in [2] worked on the electronic identification (e-ID) card that can be 

used as RFID-based car security. The electronic driving license (EDL), which has the same 

components and characteristics as the e-ID card, can be innovated by replacing e-ID[3]. 

  The Internet of Things (IoT) is a concept that aims to expand the benefits of continuously 

connected internet connectivity [4]–[7]. Several authors implemented IoT in vehicle security 

systems. Authors in [8] introduced an innovative automobile security system centered on 

government-issued driving licenses and biometric verification. While it enhances vehicle safety 

and prevents unauthorized usage through advanced technology, potential concerns include 

privacy issues and technological vulnerabilities. [9] examined the shift from vehicular ad hoc 

networks to the Internet of Vehicles (IoV) and its impending evolution into the Internet of 

Autonomous Vehicles (IoAV). The IoAV aims for secure communication between vehicles and 

roadside units for autonomous driving. The article offers insights into autonomous vehicle 

communication, associated properties, security, and outlines future research directions. Authors 

in [10]–[14] collectively underscore the thematic resonance of leveraging technology for 

fortifying vehicular security, manifesting as anti-theft modalities, remote surveillance, and 

incident anticipation, all while cognizant of prospective exigencies and complexities inherent to 

the actualization of such systems. noted 

  The vehicle security system in this IoT-based sharing vehicle has two variables that increase 

car security. EDL is an identity card that all vehicle users own as proof that the person is fit to 

drive [15]. The EDL used is the driving license that was just released in 2019 (Indonesia case). 

This EDL is used in the car security system as a condition for sharing vehicles. Besides that, to 

ensure the customer's driving eligibility, the EDL must be registered with the EDL-detecting 

device to start the car. This EDL has a chip that can be read in the Near Field Communication 

(NFC) Reader to read the ID number [16]. The NFC is a short-range wireless connectivity 

technology that allows two-way interaction between electronic devices that is safer and simpler 

[17]. Moreover, the authors in [18] studied the clustering protocol to improve stability in the IoT 
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devices. The speed and cosine similarity were proposed to guarantee vehicle safety provides 

intelligent traffic management for high-speed data communication and vehicle entertainment. 

Furthermore, the Leach algorithm was proposed to improve energy efficiency in the wireless 

sensor network devices to support high mobility IoT networks [19].  While the authors in [20] 

worked in scanning method to detect jig for the smart learning factory in IoT networks. The EDL 

will be tapped on the NFC Reader located in the toolbox, where the NFC Reader will send EDL 

data to the microcontroller and transfer data using a transceiver which will be sent to the server 

[21]. The web server is used for the registration of rental owners as admins and rental tenants as 

users. The data on the web server will be stored in the database. However, the aforementioned did 

not consider the EDL to driver authentication. 

  The main contribution of the paper lies in the proposal of an electronic driving license-based 

system aimed at optimizing the monitoring and enhancement of vehicle-sharing protection. 

Specifically, the approach suggests the utilization of an electronic driving license for 

authentication within vehicle-sharing scenarios. Through this authentication mechanism, vehicles 

can be efficiently initiated, automatically recognized, and their last known location transmitted to 

the server. The experimental findings underscore the efficacy of the proposed system, showcasing 

notable accuracy levels and minimal delays, thus effectively bolstering security measures within 

the realm of shared vehicle usage. 

 II. RESEARCH METHOD 

  We consider a shared vehicle security system based on the Internet of things (IoT) with an 

electronic driving license (EDL), where each vehicle will be installed with a device connected to 

a server via the Internet, as shown in Figure 1. As we can see in Figure 1, there are two main 

blocks in the proposed system model. The first block is in the car side including NFC tag used to 

user identification, NFC reader used to read the NFC tag, microcontroller used as brain in the car 

side, relay and car status as output of the microcontroller, also microcontroller can communicate 

with server by using transceiver which can connect with internet. For server side consists of 

authentication, it is used to prove user ID and the databased, databased used for storing the user 

data and the last is web display to show all information about this system. 
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Fig 1. Proposed System Model of EDL for Secure Sharing Vehicle. 

  We also consider using EDL as a driver authentication, NFC reader functions as an EDL 

detector, and microcontroller functions as an information processing unit that is read from the 

EDL and controlled on the vehicle. In addition, there is a global positioning system (GPS) that 

functions as a vehicle's location detector. At the same time, the server functions as a database and 

vehicle status information system. We consider internet network connection by utilizing cellular 

network connection. The schematic diagram proposed to protect the sharing vehicle is illustrated 

in Figure 2. 

  As we can see in Figure 2, the hardware design's main goal is to send the readings from the 

EDL and the latest location to the server and control whether the car can be turned on or not. With 

input readings from GPS as a source of geographic location information and NFC reader as a 

source of information from reading EDL. As we can see in Figure 2, the first device connected to 

Arduino is the PN532 NFC Module. In the NFC Reader PN532, the pins used are for I2C serial 

communication. In I2C communication, the pins used are serial clock (SCL) and serial data 

(SDA). SCL is connected to pin 21 on the Arduino, which has the function of providing clock 

pulses for data transmission intervals, while the SDA pin is connected to pin 20 on the Arduino, 

which has the function of loading data to be sent between the two devices. Each time the clock 

pulse changes from low to high, some information containing the device address and a data 

request is sent from the Arduino via the SDA line I2C. When the clock pin changes from high to 

low, the previously requested data reply will be sent via the same Arduino I2C line. NFC Reader 

has an operating frequency of 13.56 MHz. On oled also use SCL, which is connected to pin 21 

and SDA, which is connected to pin 20 [22]. 
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Fig 2. The Proposed Schematic Diagram for Vehicle Device. 

  The next component is the SIM7000E transceiver is a module that functions for data 

communication with the server. The program can control the TX and RX operation, TX is 

connected to pin 10 Arduino Mega, and Rx is connected to pin 7 Arduino Mega. The transceiver 

is equipped with a GPS module and has a socket for an internet card. The operating voltage for 

the transceiver is 7-12V, so it also gets input voltage from the accumulator. While the function of 

the relay is to disconnect and connect the electrical lines regulated by Arduino, which means the 

vehicle can be used or not. The relay input pin is connected to pin A0 on the Arduino. All devices 

on this vehicle require a power supply; thus, the device must be connected to the vehicle battery. 

  To run the proposed system model, we propose Algorithm 1 for the vehicle device and 

Algorithm 2 for the server. 

Algorithm 1 The proposed EDL-based secure 

sharing vehicle (vehicle device) 

Output: relay 

Initialization 

 Device on 

1: While EDL = 1 do 

2:  Vehicle device read GPS 

3:  Send data from GPS and EDL to server 

4:  If received data from server 

5:   Data = 1 → vehicle ON 

6:   Data = 0 → vehicle OFF 

7:  end if 

8: end while 
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Algorithm 2 The proposed EDL-based secure 

sharing vehicle (server) 

Output: display 

Initialization 

 Server on 

1: While received data from vehicle do 

2:  Verification data from vehicle 

3:  Send verification data to vehicle devices 

4:  Record verification results in databased and 

show into display 

5: end while 

  The proposed electronic-driving license-based system's performance in enhancing secure 

vehicle sharing within wireless IoT networks is assessed through specific performance metrics. 

These metrics encompass the packet delivery ratio (PDR), which gauges the proportion of 

received data packets at the server compared to those transmitted; the delay, which quantifies the 

average latency experienced from data packet transmission by a vehicle to its receipt by the server; 

and the packet loss ratio (PLR), a measure of lost data packets relative to the total dispatched by 

the vehicle. 

 III. RESULT AND DISCUSSION 

  The experimental results show the system's performance in improving the security of sharing 

vehicles. We consider using a vehicle with an SUV type with the equipment used, as shown in 

Table 1. 

Table 1 The Type of Devices 

Devices Type 

Microcontroller Arduino Mega 2560 

Transceiver SIM7000E 

NFC Reader PN532 

NFC tag Electronic driving license 

Display OLED 

  We tested the proposed system in the province of East Java, Indonesia. The device on the 

vehicle that has been implemented is shown in Figure 3. 
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Fig 3. Vehicle Device Implementation 

  As we can see in Figure 3, user must tap the EDL in the smart sim card part in the left-hand 

side. After that, in the right-hand side will show the information about the EDL and prove to rent 

or not. While the server-side implementation can be shown in Figure 4(a). (b) and (c). In Figure 

4(a) shows the implementation of the home page. Whereas Figure 4(b) shows implementation of 

the register page. And for implementation of profile page can be shown in Figure 4(c). 

  

(a) Home page (b) Register page 

 

(c) Profile page 

Fig 4. Implementation of The Home, Register and Profile Page 

  Besides that, the location of the vehicle in real-time will be displayed on the information 

system on the server side. An information system displays the vehicle's location, as shown in 

Figure 5. 
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Fig 5. Location Vehicle on Information System 

  We tested the location accuracy on the device that had been made by comparing it with a GPS 

tracker as a reference. The device deviation value with the GPS tracker can be [23] expressed as 

( ) ( )221

2

21 yyxxdev −+−=
    (1) 

  where x1, y1, x2 and y2 are denoted as reference latitude, reference longitude, Latitude GPS 

tracker, and longitude GPS tracker, respectively. The results of the device location accuracy test 

are shown in Table 2. 

Table 2. Location Measurement 

No 
GPS Tracker Device Deviation 

(m) Latitude Longitude Latitude Longitude 

1 -7.946 112.619 -7.946 112.619 2,9 

2 -7.946 112.619 -7.946 112.619 3 

3 -7,946 112,619 -7,946 112,619 8 

4 -7,945 112,616 -7,945 112,616 3 

5 -7,945 112,616 -7,945 112,616 8 

  As we can see in Table 2, the accuracy of the device's maximum deviation value obtained is 8 

meters, it means the accuracy of the location measurement has 95.2% of accuracy. The reason is 

that the difference in sensitivity in capturing signals from satellites between the GPS tracker and 

the proposed device. Figure 6, 7, 8 and 9, we test performance is average from 100 samples from 

the system considered. In Figure 6, we analyze the delay as the function of speed. 
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Fig 6. Delay as a Function of Speed 

  As we can see in figure 6, when the speed increases from 30 to 90, the delay will increase. The 

reason is that when the speed increases, the transmission from the mobile node to the base station 

changes the channel characteristic, so the signal quality will be changed [24]. Besides, when the 

number of vehicles increases from 1 to 8, the delay increases. One of the reasons is when the 

number of vehicles is larger, the server complexity increases [24]–[27]. 

 

Fig 7. PDR as a Function of Speed 

  Figure 7 reveals the average packet delivery ratio on the variation of speed. As can be observed 

when the speed increases, the packet delivery ratio is decreased. The reason is when the vehicle 

mode faster, the networks become more unstable [28], [29]. Moreover, when the number of 

vehicles increases, the packet delivery ratio decreases. One of the reasons is when the number of 

vehicles is larger, the bandwidth in each vehicle decreases. 
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Figure 8. PLR as a Function of Speed 

  Figure 8 shows the effect of speed on the packet loss ratio. As can be seen in Figure 8, when 

the speed increases, the packet loss ratio increases. The reason is when the vehicle speed 

increases, the networks become unstable, and it make server did not received the data. Again, 

when the number of vehicles increases, the packet loss ratio increases due to the bandwidth in 

each vehicle decreases [30]. Figure 9 represents the effect of speed on the number of packet loss. 

As can be observed, when the speed increases, the total number of packet loss increases. Again, 

one of the reasons is when the speed increases, it makes the networks become unstable. Also when 

the number of vehicle increases, the total number of packet loss increases due to the bandwidth 

of each user decreases. 

 

Fig 9. PDR as a Function of Speed 



INTENSIF, Vol.8 No.1 February 2024 

ISSN: 2580-409X (Print) / 2549-6824 (Online) 

DOI: https://doi.org/10.29407/intensif.v8i1.20957 

INTENSIF: Jurnal Ilmiah Penelitian dan Penerapan Teknologi Sistem Informasi 23 

 

 

Fig 10. Verification of Electric Driving License. 

  Figure 10 illustrates the verification of an electric driving license in the system. As we can see 

in figure 10, the EDL serial number is the same as the serial number driver registered in the 

system. When the system is verified, the vehicle can be turned on. The vehicle cannot be turned 

on if the system is not verified. When the system is verified with the EDL, the device in the car 

will show as Figure 11. 

 

Fig 11. Approval of Electric Driving License 

 

Fig 12. Location of Car Sharing 

  Figure 12 shows the location of car sharing in the website. As we can see in Figure 12, the 

location of the car and the user who is renting the car show on the map. Thus, the officer can 

monitor the location of the car in real-time. 
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 IV. CONCLUSION 

  We studied the electronic driving license-based for secure sharing vehicles in wireless IoT 

networks. The authentication and data transmission problem were considered. To tackle this 

problem, we proposed the use of a wireless IoT network to enhance transmission speed from 

vehicle to the server, coupled with EDL for driver authentication. Two devices were installed on 

both the vehicles and servers’ side, employing the wireless IoT network for efficient data 

transmission. By using the node device, the sharing vehicle parameter was measured. The server 

side will record all parameters transmitted from the node device. By using an electronic driving 

license, the system can verify the driver, consequently improving the security of sharing vehicles. 

The experiment results verified that the suggested system had high accuracy with maximum 

95.2 % accuracy, high packet delivery ratio 90% and lower delay propagation less than 60 

seconds.  
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