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Abstract—SNA (Social Network Analysis) is a modeling method for users which is symbolized by points
(nodes) and interactions between users are represented by lines (edges). This method is needed to see
patterns of social interaction in the network starting with finding out who the key actors are. The novelty
of this study lies in the expansion of the analysis of other suspects, not only key actors identified during
this time. This method performs a narrowed network mapping by examining only nodes connected to key
actors. Secondary key actors no longer use centrality but use weight indicators at the edges. A case study
using the hashtag "Manchester United" on the social media platform Twitter was conducted in the study.
The results of the Social Network Analysis (SNA) revealed that @david_ornstein accounts are key actors
with centrality of 2298 degrees. Another approach found @hadrien_grenier, @footballforall,
@theutdjournal accounts had a particularly high intensity of interaction with key actors. The intensity of
communication between secondary actors and key actors is close to or above the weighted value of 50. The
results of this analysis can be used to suspect other potential suspects who have strong ties to key actors by
looking.
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I. INTRODUCTION

Social media sites like Twitter in contemporary society provide innovative concepts and
expertise across a wide range of sectors. This development has both advantages and
disadvantages. According to the statistics, out of the 13,169 tweets that were gathered, 5,561
contained hate speech, of which 3,575 were directed at specific people and 1,986 were directed
at a group [1]. According to Patrosiber Data Indonesia, there were up to 4228 complaints of
online libel between October 2020 and November 2021[2]. In order to gather data and provide
an answer to 5WH, a forensic digital investigation is unavoidably required in this scenario [3][4].

A standard framework has been used to carry out the digital forensic procedure. Collection,
examination, analysis, and reporting make up the whole investigative framework. The Systematic
Digital Forensic Investigation Model (SRDFIM), which concentrates on cybercrime and cyber
fraud investigations, is one of the frameworks that are frequently utilized in conducting digital
forensic operations [5]. The Integrated Digital Forensics Process Model (IDFPM), which suggests
a four-step model of Preparation, Incident, Digital Forensics investigation, and Presentation, is
another framework [6]. A more recent system called D41 makes the semi-automated examination
and investigation of cyberattacks [7]. These existing frameworks, when implemented on social
media platforms, provide broad and superficial analysis. For instance, it fails to identify the
communication patterns between important actors and other participants. These patterns are
crucial for extending the analysis and gaining clarity on the suspect's role. For the findings of the
research to characterize user profiles (identifying) and communication patterns between actors,
forensic analysis on social media calls for a distinct methodology.

Currently, the SNA (Social Network investigation) approach is used to do forensic
investigations on social media [8]. The purpose of this study is to obtain other suspects besides
the main suspect, this suspect profile can be seen using the SNA method. SNA modeling is
necessary to observe patterns of social interaction within a network, which starts with identifying
the key actors [9]. A similar study related to digital forensics was conducted using the Twitter
social media platform, employing a combination of PCAP (Packet capture) analysis and network
forensics. However, the communication patterns between nodes could not be determined [10].
The contribution of this research lies in the expansion of the analysis of other actors with SNA,
not only the factors that have been found so far but also by looking at other actors who have the

potential to be used as other suspects based on additional values of weight and edges.
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Il. RESEARCH METHOD

This study contributes by adopting a modified digital forensic framework and incorporating

analysis using SNA, as seen in figure 1.

Social Network Digital Forensic Investigation Framework

Identification 1

Preservation

o] Analysis
Social Network —J
Research | _— Ana Iysis

contribution

Documentation —l

Presentation

Fig 1. Research Stages

2.1 Identification

Manchester United is a term that was used in the data collecting of network interaction and
information distribution on Twitter. With the help of the TwitterStreaming Importer plugin for
Gephi applications, data is collected using data crawling techniques. There are 7677 nodes in the
data that has been gathered. Id, label, timestamp, created_at, description, profile, actual name, and
location make up the identifying field for investigative requirements. Finding prospective sources
of information about the incident, identifying them, and then classifying and logging them is their
aim. The information included inside must be acquired later in order to preserve the source's
integrity [11]. Digital forensics places a lot of importance on this procedure. Priority is given to
sterilizing the evidence. Digital forensics begins when electronic evidence is gathered at the crime
scene. When evidence is first retrieved from a crime scene, mistakes can result in the loss of
crucial details about the crime that is being investigated or even the rejection of electronic
evidence for use as evidence in court.
2.2 Preservation

Both in terms of form and substance, digital evidence must be kept in a clean environment. To
be sure there are no alterations, keep this in mind. Because even little alterations to digital
evidence might alter an investigation's conclusions. Digital evidence can easily be damaged, lost,
changed, or deleted in an accident since it is by its very nature transient (volatile). Data isolation,
data security, and data maintenance are performed at this stage. To protect data from the

possibility of data degradation, the imaging or cloning procedure is crucial at first. The process
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of gathering, examining, and disclosing digital data in order to get information or data of
evidential value is known as digital forensics (DF) [12][13]. It is impossible to undervalue the
role that DF plays in contemporary criminal investigations. Keeping up with technological
advancements and inventions in numerous criminal cases presents this sector with everyday
challenges. [14] [15]. The Digital Forensics Workflow Model (DFWM) [16] describes workflow
stages as digital forensic procedures that include data sizing and planning, identification,
handling, preservation, and collection. Digital forensic models form the basis for digital
investigation. This model guides researchers with the steps and procedures to be taken during
research [17][18].

Digital forensics generally performs five steps of work, namely (1) identification which
includes what evidence exists and where it is stored in what format, (2) preservation aims to
maintain the originality of evidence, (3) analysis with the aim of investigating the reconstruction
of data fragments and drawing conclusions. in accordance with the evidence found, (4)
Documentation, namely documenting all evidence including appropriate cases and making chain
of custody, (5) Presentation is the process of making reports and conclusions to be submitted to
law enforcement [19]. One of the most important processes at the digital forensics stage is data
integrity in the preservation section. MD5 and SHA-1 message-digest algorithms as one-way
cryptographic hash functions are used in integrity validation [20][21]. Four non-linear functions
in a 512-bit block in the MD5 Algorithm as equation 1. The primary MD5 method uses a 128-bit
state that is split into four 32-bit words called A, B, C, and D. These are set to a set of preset
constants upon initialization. The primary algorithm then modifies the state using each of the 512-
bit message blocks in turn. Four comparable steps, known as rounds, make up the processing of
a message block; each round is made up of 16 related operations based on the non-linear function
F, modular addition, and left rotation. There are four potential functions, and each round uses a
new one, A @/\V— denote the XOR, AND, OR and NOT operations respectively.

F(B,C,D) = (BAC)V(=B AD)
G(B,C,D)=(BAD)V (CA=D)

H(B,C,D) =B®C®D

I(B,C,D) =C®(BV D @

Another alternative that is often used as a second comparison is the method of data validation
by hashing SHA-1 as shown in equation 2 by adding bit "1" to the message, then adding k bit 0",

where k is the minimum number 0 to the length of the message. congruent with 448 (mode 512).

f= (BAC)V(=B A D)
f=B®COD
f = (BAC)V(BAD)V(CAD)
f=B®CHD 2
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The non-profit organization ACPO (Association of Chief Police Officers) has created
regulations for law enforcement in England, Wales, and Northern Ireland. Since its founding in
1948, Acpo has served as a platform for police personnel to exchange ideas, plan strategic
operational responses, and, in some situations, such as terrorist attacks and public emergencies,
advise governments. ACPO organizes cooperative law enforcement, extensive investigations,
cross-border law enforcement, and national police operations. Law enforcement and all those who
assist in the investigation process of cybersecurity incidents and crimes utilize materials released
by ACPO as guidance [22].

1. No action taken by law enforcement organizations, people working for them, or law
enforcement officials can replace information that can later be accounted for in court.

2. Insituations when access to original data is required, the staff who need it must be competent
and able to support its needs with evidence demonstrating its importance and significance.

3. Digital evidence processing requires the creation and maintenance of audit trails or other
records of the entire process. To analyze such methods and produce the same results, there
must be an impartial third party.

4. It is entirely the responsibility of the team working on the investigation to ensure that these

rules and guidelines are followed.

Next, the imaging results were tested using the MD5 and SHA-1 message-digest algorithms
as one-way cryptographic hash functions [2,7]. For data validation and integrity, all preservation
stages are documented in the chain of custody. To ensure that the imaging findings align with the
physical evidence, forensic imaging methods are now employed to create duplicates of electronic
evidence, such as imaging physical hard disks. The hashing operations applied to both can
ascertain the degree of similarity between them.

2.3 Analysis

SNA is modeling users represented by nodes and interactions between users represented by
edges, this analysis is necessary because it brings new opportunities to understand individuals or
communities about their social interaction patterns [23][24]. SNA can be used to study network
patterns of organizations, ideas, and people connected in various ways in the environment [25]
[26].

1. Degree centrality counts the number of connections or interactions a node has. To calculate
the value of the degree of centrality (CD), i = node, N = total node, representation of a node,

X = neighbor matrix, Xij = connectedness value like equation (3) [27].
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CD(Q) = Xj=q Xij 3)
i%j
2. Closeness centrality (CC) calculates the average distance between a node and all other nodes
on the network, N= Total Node, dij = The shortest number of paths connecting the ni and nj

nodes. This measure describes the proximity of this node to other nodes [14] as in equation

(4).

. N-1
cc(i) = ST

(4)

3. Betweenness centrality (BC) calculates how often a node is passed by another node to go to a
particular node in the network, gjk(i) = number of shortest paths from node j to node k passing
through node I, gjk = number of shortest paths between two nodes in the network. This value
serves to determine the role of the actor who is the bridge that connects interactions in the

network. To calculate the value of degree centrality such as equation (5) [27].

, j— jle(i
b =3 LLL2 )

At this point, the image file is thoroughly examined with the aim of obtaining digital data
consistent with the investigation. To achieve this, the forensic analysis must receive a complete
picture of the facts of the case from the investigator, ensuring that what the forensic analysis is
looking for and ultimately finding is the same (matching).) As expected by the investigator for
the progress of his investigation. After getting an overview of the facts of the case, the forensic
analysis searches the image files for the required files or data. In this phase in addition to the
general SNA approach calculates the degree of centrality, closeness centrality, and centrality
between centralities. The contribution in this study added a weighted value to the edges used to
measure the intensity of interaction between nodes. The Weight parameter is a value on the edges
that is used to measure the intensity of interaction between nodes. The value of this weight
parameter will later be used to determine the secondary key actor where A, B on the left = Origin
Nodes and B, C on the right = Destination Nodes as equation (6).

A-BB-C (6)

Equation 4, when applied to the data in the Gephi application, will result in a weight value of
1 at origin node A of goal B, and result in a weight value of 1 at origin node B of destination C.
After the previous evaluation process produces the required file or digital data, the data is
thoroughly and deeply examined to establish the nature of the crime and the relationship between

the offender and the relationship between the offender and the criminal offender. The results of
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the examination of digital data are referred to as digital evidence as follows and are subject to
scientific and legal accountability in court.
2.4 Documentation

Documentation is the process of sequencing the data obtained and the findings of the analysis
so that they can be accounted for or, if necessary, recreated for the conclusion of evidence. The
steps involved in creating a report on the results of the process of viewing through and analyzing
digital evidence before entering data into a technical report. In this process, a record of all visible
data must be created. It helps in creating a crime scene or crime scene and reviewing it. In this
case it involves proper crime scene documentation along with photographing, sketching, and
mapping the crime scene. In this study, due to data collection on social media, the time and
profiles of accounts that interacted were documented.
2.5 Presentation

In this last step, the process summarizes and explains the conclusions in detail. This stage is
to explain who the key and secondary actors are according to the results of the analysis carried
out. The determination of the report format can be adjusted to the needs of law enforcement. This
stage also explains the importance to which digital evidence will be examined, authenticated, and
compared with original evidence. This is important because the judge will be presented with
evidence and information that has been tested for authentication. Testing of evidence from
forensic digital analysis compared with original evidence will be tested using hashing techniques.
What has been analyzed must be ensured not to change the integrity of the original evidence. This
form of testing is carried out in digital forensics using MD5 and SHA-1 message-digest

algorithms as one-way cryptographic hash functions used in data integrity validation.

I11. RESULT AND DISCUSSION

Social Network Analysis (SNA) in research is used to analyze communication patterns among
nodes. SNA analysis helps to obtain more comprehensive information regarding the relationships
between nodes. This is essential in determining the potential involvement of other suspects
besides the main suspect, which was previously only observed based on key actors. Research
related to the topic of Twitter forensic as a database in several analytical purposes including,
Berube et al [28] using machine learning techniques, especially natural language processing and
modeling the topic of Latent Dirichlet Allocation (LDA) at the Manchester arena bombing 2017.
The base was collected from Twitter in the first 24 hours after the attack. These findings make it
possible to track different types of social reactions over time and to identify sub-events that have
a significant impact on public perception. Priyanka and Satheesh stated that approximately 6,000

tweets are sent every second on Twitter. Forensic analysis of the Twitter app is crucial for crime
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investigators because it can contain a rich collection of evidence artifacts. The physical
acquisition of an Android device could uncover forensic artifacts stored in the Twitter app's
database, but only recent tweets and messages. This paper introduces a new methodology for
forensically extracting Twitter cloud data using existing access tokens on Android devices. The
token allows investigators to gain authenticated access to Twitter's cloud servers and further
access to the rest of the data using Twitter's APIs. Umrani et al [29] conducted a network traffic
analysis of Twitter, a popular social media application that uses encryption to protect information
transmitted over the network. We concentrate on the Android platform to generate Twittertraffic,
analyze fixed patterns, and extract artifacts based on various user actions. The firewall is also
employed to examine the adaptability of Twitter's concealed design and explore alternative
connectivity options.
3.1 Identification and Preservation

The identification process commences with the collection of data by querying keywords
related to "Manchester United" using the Twitter streaming importer plugin within the Gephi
application. The data is obtained by selecting the user's network to apply network logic. The
collected data consists of user interactions, which are categorized as nodes. Subsequently, a
cleaning process is conducted to eliminate attributes that are not relevant for this analysis. The
data that has been collected is 7677 nodes. The identification fields for investigation need consist
of id, label, timestamp, created_at, description, profile, real name, and location as shown in

figure 2.

Id created_at description followers_count real_name location closnesscentralitybetweenesscentrality
@david_ornstein  SatJun 1319:09:041CT2009  Football Correspondent, @TheAthleti 878011 David Ornstein UK 0366323 0350327
@purelyfootball  FriOct 2504:46:431CT2013  PurelyFootballA®i EPremier League ft 564689 PurelyFootball England, United King 0.342648 0284139
Bringing you the Late Match Reports Stats 54 2 Manchester United 110 0.184542
@footballfunnnys  Mon Dec0301:47:351CT 2012 Bringing you the best stats, facts, picti 823934 FoothallFunnys United Kingdom ~ 0.295945 0.109578
@cr7_inside Mon Nov 1200:18:561CT 2018 ~ 3" 4€Y'» ADM: @souheilk07 63580 CR7inside a2 MANCHESTER IS RED 0.236573 0.102818
@skysportspl Tue Jul 2416:18:081CT 2012 The official account for the Sky Sports 6511682 Sky Sports Premier League  London 0311257 0101523
@football_tweet FriJan1303:31:011CT2012  Yourhome of football discussion. 616491 Football Tweet a3%i€ team@thesocialsup 0.301677 0.094929
@hadrien_grenier  Mon Apr3000:30:221CT 2012 82 Journaliste @le10sport | V" 4€8 93359 Hadrien Grenier Paris, France 0285291 0.046382
@goal Fri Mar 2701:14:061CT2009  Sharing football&€™s passion i ew 2973774 Goal Everywhere 0.294113 0.043657
@skysportsnews  Tue Jan 2617:22:291CT2010  The official Twitter account for Sky Sp 9280574 Sky Sports News England 0.290214 0.038853
@leaguetotal Sun Aug 1123:21:151CT 2019 Compte FranASais pour les fans de Pri 17152 Total Premier League 6Y4«3V4 0239693 0.033516
@devilsofunited ~ Mon Oct 2823:51:241CT 2013 Manchester United Football Club is ot 141412 Devils of United 81" 18+ 0.267842 0.030157
@elou_pnl Sat Jun2304:41:531CT 2018 QuaE™une vie est heureuse 8V tquar 3069 I Hadj (8Y#20V4-0Y+ 0V#)  Mauritania 0.266235 0.029429
@thelifeofmino  Sun Apr 2306:21:361CT 2017 105 Certified Lover Boy 0.266235 0.029429
@caleb_mufc Wed Nov 2704:47:181CT 2013 0>0%+0 o240t 0708, 08 GB'€ 9486 SESamCaH o0, OPEAS dYES 0.280439 0.029362
@ericlaurie Sat Mar 06 23:47:501CT 2010 Performance Analyst & Academy Coar 37844 Eric Laurie 0287028 0.027783
@kwasigazy Mon Oct 2216:14:001CT 2018 A Red Devil, Sarkodie 8710 Rashford Accra, Ghana 0.23977 0.026739
@sansah_alfred  ThuJul2918:25:341CT2021 My unigueness and how feelingI'm 89 Alfred Sansah 0337673 0.022906
@teamcronaldo  Wed Nov 1320:46:301CT2013  Everything you need to know about @ 226257 TCR. Paris, France 0.315464 0.022707
@brfoothall Tue Jul 0200:52:171CT 2013 Getthe Free B/R App a-#i 2 3478037 B/R Football 0.2886 0.020777
@manutd Fri Apr2022:17:431CT2012  The home of Manchester United. Shoj 27191590 Manchester United 01d Trafford, Manch 0.270268 0.019256

Fig 2. Data Nodes Query Word Manchester United
After the data collection and identification process has been carried out, then the evidence is

carried out by imaging as part of preservation. The imaging results were tested for integrity using
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the MD5 checksum and SHAL Hash methods. The file imaging in this case is validated as shown
in Figure 3. The results of these two methods (MD5 and SHA1) show a match between the
computed hash and the report hash. The FTK imager 3.1.2.0 application is used in the imaging
and testing stages of evidence. The results of this test prove that the imaging results are exactly.

He Yes Mode Heb

aacaea dd ~w Q4 OJunpsne .

Evidence Tiee Fleln
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9“‘ TOSHBA [FATY) Name { Creating bmage
&5 TOSHBaFATH
age loum (54
Cesiar [0 uma 01, Dyl Farenacilid 20192021 Foshdoh
SN Craatyg muge.,
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Custom Comtant Sources
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Fig 3. The Process of Evidence Acquisition.
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_ Gos |

Fig 4. Integrity Checksum with MD5 and SHA.

In forensic science, the originality of evidence is the main key in the investigation. Digital
evidence must be ensured that it is not contaminated during the search and seizure process. Proof

is done by checking the integrity of files or documents using hashing with MD5 and SHA1
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methods as shown in Figure 4. If this test fails or does not match, it cannot be continued in the
next process.3.2 Forensic Twitter Analysis with SNA. Digital forensic analysis using SNA
consists of determining the key actor and secondary actor. This assessment makes the

investigation process more focused on certain actors.

3.2 Key Actor

The range of nodes from source to target needs to be known, including the type of

communication, whether to mention or retweet. Figure 5 shows the edges that show the source,

target type of twitter: mention, retweet, quote there are 15243 edges in this study.

-

-

- -

-t

@david_ornstein @theathleticuk Directed Mention 2 <[2021-09-13T07:17:21.691Z, 20z 1533
@hadrien_grenier @david_ornstein Directed Mention 4502 <[2021-09-13T08:01:54.353Z, 20z 100
@hadrien_grenier @theathleticuk Directed Mention 4503 <[2021-09-13T08:01:54.353Z, 202 100
@footballlforall @david_ornstein Directed Mention 11 <[2021-09-13T07:17:26.031Z, 20z 86
@brfootball @manutd Directed Mention 609 <[2021-09-13T07:22:58.259Z, 202 83
@theutdjournal @david_ornstein Directed Mention 12998 <[2021-09-13T09:35:33.936Z, 202 47
@unitedsupdate @david_ornstein Directed Mention 101 <[2021-09-13T07:18:15.041Z, 20z 29
@overthebarfb @daniireadd Directed Mention 10884 <[2021-09-13T09:13:40.264Z, 20z 28
@teamcronaldo @david_ornstein Directed Mention 7433 <[2021-09-13T08:32:49.186Z, 202 26
@talksport @mrjamieohara Directed Mention 10536 <[2021-09-13T09:10:04.761Z, 20z 24
@afcstuff @arsenalacademy Directed Mention 249 <[2021-09-13T07:19:37.083Z, 202 23
@afcstuff @charliepatino10 Directed Mention 250 <[2021-09-13T07:19:37.083Z, 202 23
@munitedfr @richjolly Directed Mention 559 <[2021-09-13T07:22:36.801Z, 202 22
@_iaffy @utdnathan77 Directed Quote 1427 <[2021-09-13T07:29:54.676Z, 202 22
@unitedredscom @david_ornstein Directed Mention 43 <[2021-09-13T07:17:44.133Z, 20: 19
@footyaccums @david_ornstein Directed Mention 1147 <[2021-09-13T07:27:04.656Z, 202 19
@fermaldonado_11 @mediotiempo Directed Mention 1493 <[2021-09-13T07:30:39.415Z, 202 18
@fermaldonado_11 @mediotiempo Directed Retweet 1494 <[2021-09-13T07:30:39.415Z, 202 18
@psghub @david_ornstein Directed Mention 5635 <[2021-09-13T08:12:38.812Z, 202 16
@psghub @theathleticuk Directed Mention 5636 <[2021-09-13T08:12:38.812Z, 202 16
@nigerianewsdesk @todayng Directed Mention 7520 <[2021-09-13T08:33:37.405Z, 202 15

Fig 5. Data edges query word manchester united

Determination of key actors is done to determine the level of influence of actors in the network.

This is important to determine which actors play the most important role in communication
patterns. The following is a sequence of key candidate candidates that have been sorted based on
the value of degree centrality, closeness centrality and betweenness centrality degree on the topic

of Manchester United as shown in figure 6.
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id Degree Closeness | Betweenness

Centrality | Centrality | Centrality

@david_ornstein 2298 1 | 0.000028

@manutd 1 | 0.000009

@brfoothall 0.000005 |

@hadrien_grenier 1 | 0.000003

@teamcronaldo 0.000003

@footballdaily 1 | 0.000002

@kwasigazy 1 | 0.000002

@iam_ wilsons 1 | 0.000001

@munitedfr 1 | 0.000001

@talksport 1| 0.000001

@purelyfootball 1922

@footballfunnnys 993

@cr7_inside 876

@football__tweet 762

@skysportspl 660

@goal 368

@skysportsnews 329

@devilsofunited 278

@leaguetotal 278

@_iaffy 1

@mufc_malaysia 1

Fig 6. Assessment of DC, CC, and BC. values

SNA analysis results determine account @ david_ornstein is a key actor. This actor is included
in the top 10 actors on every measurement taken. Measurements have been carried out with a
combination of 2298 degree centrality connections, the distance between nodes (closeness
centrality) is 1 and the frequency of a node being passed when communicating (betweenness
centrality) is 0.000028. Visualization of information dissemination network interaction data using
the keyword manchester united on the Twitter social networking site was carried out using Gephi
software version 0.9.1. The data is visualized into a sociogram where the points in the image are
called 'nodes' or vertices representing an individual who are connected by lines called 'vertices'.
Two connected nodes are indicated by the presence of a line connecting them. The thicker the
line, the greater the number of interactions that occur between the two nodes. Network
visualization is done using the Fruchterman Reingold algorithm with an area of 10,000, a Gravity
attribute of 10.0, a speed attribute of 100.0 and color visualization grouped by degree value.
Modeling communication data as a network facilitates the discovery of patterns of relationships
in complex networks so that visualization and measurement of relationships between actors can
be carried out. The following is a visualization of the Manchester United Twitter thread

interaction network as shown in Figure 7.
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Fig 7. Visualization of The Manchester United Network

3.3 Secondary Key Actor

The secondary key actor refers to other actors outside of the key actor. These actors have the
potential to become additional suspects based on the evidence of weight values. A high weight
value indicates a high intensity of communication with the key actor. In general, legal cases, these
actors can also be considered as intellectual actors. The complete dataset is initially filtered to
retain only the nodes connected to the key actor. In the resulting visualization, the key actor is
represented by the red node positioned at the center, and the thickness of the lines represents the
weight value. The line thickness increases with higher weight values. Figure 8 is a data
visualization depicting the network of nodes connected to the key actor.

Fig 8. Visualization of Network Interaction Patterns With Key Actors.
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As the focus of this research is to find the secondary key actor, there is an indicator that can
be used to determine the intensity of the interaction between the key actor and the nodes connected
to it so that the secondary key actor can be found. The indicator in question is the weight value

on the edges, along with the top 10 weight values for each relationship between actors.

Source Target Weight
@hadrien_grenier @david_ornstein 100.0
@footballforall @david_ornstein 86.0
@theutdjournal @david_ornstein 47.0
Bunitedsupdate @david_ornstein 29.0
@teamcronalda @david_ornstein 26.0
@unitedredscom @david_ornstein 19.0
Efootyaccums @david_ornstein 19.0
@psghub @david_ornstein 16.0
@mufcscoop @david_ornstein 11.0
Bunitedpeoplesty @david_ornstein 10.0
@football_taik @david_ornstein 10.0

Fig 9. Relationship Between Nodes with Weight.
Figure 9 shows the three accounts that are considered as secondary key actors, namely users
@hadrien_grenier, @footballforall, @theutdjournal, with the weight value being close to or
above 50.

IV.CONCLUSION

Twitter forensics with SNA analysis has proven to be able to be carried out to expand the
information on the results of the investigation in determining who is the main actor (keyctor) and
the actor has the strongest relationship with the main actor (secondary actor). The case in the
manchester united keyword query that becomes the key is the account id @david_ornstein and
the secondary actor is the id @hadrien_grenier. This analysis method can be used as a source of
information to determine the communication pattern of a Twitter thread. This research can be
continued by collecting more complete fields related to coordinates and developing investigation
methods on anonymous accounts with text mining.
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